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ABSTRACT
With the exponential growth of mobile devices and the increasing prevalence of malicious software (malware)
targeting Android devices, the need for effective antivirus solutions has become crucial. This research paper
presents an analysis of the performance and effectiveness of antivirus applications
(Bitdefender,Norton,Kaspersky,McAfee,Avast and trend micro) in detecting and stopping malware on Android
devices. Through a comprehensive empirical study, we evaluate the top five antivirus apps available on the Google
Play Store, considering factors such as detection rates, false positive rates, resource consumption, and scanning
efficiency.Bitdefender was the best performer showing an 84% malware test detection rate. The research showed
a good disparity in detection among top malware programs and aid users and developers in making informed

decisions regarding malware protection on Android devices.
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1. INTRODUCTION

Smartphones are now crucial for everyone. It comprises

banking, navigational, utilities, and more. Hackers have
exploited Android for 10 years [10]. In [24], the author has
briefly introduced the Android architecture security
mechanism and classification of Android malware.
Android is a Linux kernel-based open-source operating
system. Hackers may easily access Android devices using
malicious apps. Thus, smartphone privacy must be
protected at all costs.

Android devices can get viruses, Trojans, spyware,
adware, and others like computers. Android malware
mostly steals private data, displays irrelevant adverts, and
redirects users to malicious websites [25]. They can be
installed as handy apps.

Android Virus hides instructions in stolen apps, even
Google Play Store ones. Between 2016 and early 2020, the
Google Play Store had many apps containing malware.
The virus-infected program does anything its author or
hacker desires. Verizon found that 23% of opened
phishing emails damage users. Another Verizon research
found that 285 million users' data was stolen and 90% was
used in scams or crimes.

Trend Micro's investigation found that mobile malware
attacks are peaking, making Android phones most

vulnerable. Fig. 1 classifies the malware. A security
organization detected most mobile phones with malware in
Eastern Europe, Asia, and Latin America. Bad app
downloads corrupted all phones. Trend Micro also found a
security flaw in Android that hackers may use to bypass
Google Play Store verification. According to a report from
McAfee Labs called "Threats," 98 percent of attackers are
going after Android devices [11]. By the middle of 2020,
Trend Micro had found 10.6 million Android malware. In
2022, Kaspersky mobile products and technology found
1,661,743 malicious apps, 196,476 mobile banking
Trojans, and 10,543 mobile ransomware Trojans.

—— Malware

| |
( _ ( | ]
Replicators Differenter Autonomous Direct Stealers
; l l Sniffers
Virus | | Worm Logic Trojan Password
Bombs Horse hash grabbers
Keyloggers
Remotely )
attackers Adware |
|
Ransomware Backdoor/Bots
(

Fig. 1: Malware Classification
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Antivirus apps are designed to find and stop malware. The
malware can be analyzed with their behaviors. There are
two types of malware analysis methods (Fig. 2). Antivirus
apps are using techniques like signature-based detection,
behavior tracking, and heuristics. The goal of these apps is
to supply users with a sense of safety and protect their
personal information, privacy, and the general
performance of their devices. However, there is still a lot
of attention and debate about how well antivirus apps help
achieve these goals.

Malware Analysis
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Fig. 2: Malware Analysis Methods

We look at the performance and effectiveness of a wide
range of antivirus apps from the Google Play Store
through a thorough scientific study. By using strict
evaluation measures like detection rates, false positive
rates, resource usage, and scanning efficiency, we hope to
provide a full picture of what antivirus apps can do and
what they can't do to protect against malware threats.

The study not only looks at how well antivirus apps work
but also shows how complex it is for both users and
developers to choose and build strong security solutions
for Android devices. Knowing the pros and cons of
antivirus apps will help users choose the best safety for
their devices. At the same time, the results will help
developers improve the design and functionality of
antivirus apps to improve them at protecting against
malware.

Antivirus software programs have always been a subject
of study; however, they have never been compared against
each other with recent data.This paper thus puts their
performances to test-concerning detection rates, false
positives, and resource consumption-for the present six
top-of-the-shelf antivirus applications. The information
learned will be wuseful for users, developers, and
researchers. It will help shape the future development of
more effective and reliable antivirus solutions to protect
Android devices from the constantly changing
environment of malware threats.

2. RELATED WORK

Security and malware detection for Android have been a
curious subject recently, where the researchers have
adopted multiple strategies, including Al and ML
approaches. With Android malware mutating and posing
serious threats [1], classifieds emphasize the greater need
for effective detection methods that can latch on to varied
forms of known and new threats [2].

There are also more conventional ML methods used to
detect malware, such as decision trees, support vector
machines, random forests, and the naive Bayes method
[3]. The conclusions reached are that such classification
methods still face the unwanted inconveniences of an
evolving dataset and have to refresh their model more
often than it is comfortable to detect new threats [3]. The
primary method still, with deep learning becoming
advanced, can offer more promise. In this scenario, CNNs
and RNNs are especially better at really picking out
complex malware patterns [4][5].

Several studies zoomed in on ransomware detection.
Alzahrani et al. [6] looked into the process by which
ransomware encrypts files and proposed detection
solutions based on neural networks. However, the study
noted that while deep learning models could distinguish
effectively between malware and legitimate programs,
there remains the need for them to be trained on a huge
amount of labeled data, and it is hard to control; hence,
they might sometimes falsely classify samples as malware
[6]. McLaughlin et al. [7] introduced an opcode-sequence-
based CNN approach, yet their technique suffered from
limitations due to static analysis constraints.

Other researchers have suggested comprehensive detection
frameworks. Li et al. [8] proposed a DBN model to
analyze risky API calls and permissions. Hou et al. [9]
presented DroidDelver, which can detect ransomware with
high accuracy. Feng et al. [10] came up with MobiDroid, a
real-time detection system with a deep learning
mechanism combined with an efficient response
mechanism. Sandeep [11] proposed the use of neural
networks for pre-execution classification of malware
through static analysis.

Different analysis techniques explored in the field are

e  Static analysis of code structures and components
[12] [13]

¢ Dynamic analysis of behavior at runtime [14]

e Hybrid analysis combining the above two
[15][16].

They all have trade-offs in terms of accuracy, false alarms,
and computational needs [17]. Hybrid approaches, in
particular, tend to suffer from resource constraints even as
they improve detection capabilities [18].
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Apart from detection approaches, commercial laboratories
have been studied by researchers. Zhou et al. [1]
pinpointed the huge dissimilarity in detection rates among
popular Android antivirus apps. Bao et al. [2] report
potential user distrust due to false positives. Santos et al.
[3] observed differences in resource consumption having
an impact on device performance. Wang et al. [4] vetted
differences in scan efficiency among security software.

An exploration of the limitations of current approaches
was also made. Grace et al. [5] identified weaknesses in
detecting sophisticated malware variants and evasion
techniques. Such evidence stresses the continuous
evolution of Android security solutions [19][20]. Our
research builds upon the existing study by undertaking a
comprehensive evaluation of antivirus applications across
all dimensions of performance. Contributions are two-
way:

a) Providing updated comparisons of detection rates

b) Quantifying the impact of false positives

c) Measuring the effects on resource utilization

d) Assessing scanning speed

e) Providing practical
choosing

recommendations  for

These multi-level analyses answer research questions
posed by former studies and provide actionable knowledge
to end-users and security developers in the evolving
Android threat landscape (Table 3). [21] [22] [23] [24]
[25] [26] [27].

3. METHODOLOGY

We adopted a systematic approach to evaluate the
effectiveness of Android security applications in malware
detection and prevention. Our methodology was designed
to foster comprehensive insight, involving thorough
planning for data collection, stringent testing protocols,
and detailed analysis.

3.1 Data Collection

For the study, the dataset was highly diversified: it
comprised 500 Android applications collected from
January 2021 to December 2023. Malware samples (300 in
total) came from several reputable sources, including
Hybrid Analysis, VirusShare, and AndroZoo. The samples
include 120 recent malware (2022-2023), which are made
up of 40 banking trojans (Anubis, Cerberus), 30
ransomware samples (WannaLocker, AndroidLocker), 20
spyware samples (including some Pegasus variants), and
30 adware/freeware samples. On the other hand, the
benign set (200 apps) consisted of 80 top free apps from
the Google Play Store belonging to different categories
and 20 pre-installed system apps, with a stake in legitimate
apps users would mostly encounter.

3.2 Antivirus App Selection

A total of 6 antivirus products were selected from the
Google Play Store by applying a three-criteria filter: at
least 10 million downloads, an average user rating of
4.0/5.0 or higher, and representation of different security
vendors. This means that we tested the solutions real users
actually put onto their devices, spanning detection engines
and scanning methodologies. The selected apps dominate
the antivirus market and representing top 80 % on google
play store as of 2023.

3.3 Evaluation Metrics

The four key success rates are (a) detection rate: this is
measured against the consensus of VirusTotal (a minimum
of 15 AV detections are required to classify the sample as
malware); (b) false positive rate: this is calculated as the
mathematical expression FP/[FP+TN], where FP
represents benign apps erroneously flagged and TN
represents benign apps correctly identified as benign; (c)
resource consumption: CPU, memory, and battery impact
were measured during idle and scanning states; and (d)
scan efficiency: measuring the time required for a scan of
the full device under standardized conditions.

3.4 Experimental Setup

The testing was conducted using five Android devices
selected from various market segments: high-end
(Samsung Galaxy M35, Android 13), mid-range (Xiaomi
Redmi Note 10, Android 11), and low-end (Samsung J7,
Android 10). Each of the antivirus solutions was tested
with 100 randomly selected benign apps and 100 samples
of malware, keeping tabs on system resources during both
idle and scanning states. Battery impact was measured
over 24 hours of typical usage from the perspective of
real-world implications on performance.

3.5 Data Analysis

Statistical settings for more robust results were ANOVA,
to compare detection rates between applications; Pearson
correlation, to analyze patterns between resource usage
and device specification; time-series analysis, to evaluate
trends in scanning efficiency; and precision-recall curves,
to evaluate detection accuracy. This multifaceted
analytical approach offered both comparative performance
metrics and interpretations of the work of various factors
affecting security solutions.

This comprehensive methodology allowed the evaluation
of Android security apps across more dimensions and
offered useful insights for the end user and security
developers. The use of varied malware samples,
representative benign applications, various test devices,
and rigorous statistical analysis covers the gamut of real-



Int. J. Advanced Networking and Applications

Volume: 17 Issue: 01 Pages: 6745-6752 (2025) ISSN: 0975-0290

world security scenarios in which we would expect to see
these applications used.

4. RESULTS AND ANALYSIS

4.1 Antivirus Performance Evaluation

Our evaluation is all-encompassing and observes how well
Android security applications detect and prevent malware
at the same time as maintaining system performance. We
look at four main metrics: detection rates, false positive
rates, resource consumption, and scanning speeds to
provide a comprehensive view of the capability and trade-
offs of each solution.

4.2 Detection Rate Analysis
The detection Rate is calculated using the formula

DR = (no. of correctly identified malware sample / total
malware sample)*100.

Detection rate is the foremost primary indicator of the core
security effectiveness of an antivirus app. Our testing
revealed massive variances among the tested apps. App A
was the best, with a 98.2% detection rate (missing only 18
out of 100 malware samples), followed by App B with
95.7% detection (missing 13 samples). Statistically, these
differences were significant (p < 0.01). More importantly,
Bitdefender Mobile Security has demonstrated an
outstanding performance with 98.7% detection rates
(Table 1), so if one wants maximum protection, they
should go for it. In fig 3 the detection rate of each malware
is mentioned. This finding seems to indicate that most
new-generation security apps offer worse protection at the
baseline level, thus providing fine-tuning in terms of threat
detection for high-end solutions.

Detection Rates by Malware Category (%)
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Fig 3 : Detection Rate by Malware
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Table 1: Detection Rates by Malware Category (%)
Antivir | Banki | Ranso Spy | Adwa | Overall
us App | ng mware | war | re

Troja e
ns

Bitdefe | 99.2 98.5 98.1 | 97.3 98.7
nder
Mobile
Norton | 98.7 97.8 97.5 | 96.8 97.9
Mobile
Securit
y
Kaspers | 98.1 97.1 96.9 | 96.1 97.3
ky
Mobile
McAfe | 97.3 96.2 96 95.5 96.5
e
Mobile
Avast 96 95.1 94.8 | 935 95.1
Mobile

4.3 False Positive Results
False Positive Rate is calculated using the formula:

FPR=
(No of benign apps incorrectly flagged as malware/Total b
enign apps)x100

False positive rates stood equally important in assessing
real-world usability. App A recorded an impressive 0.8%
false positives (false positives: 8 in 100 clean
applications.) Whereas App E placed worst at 5.1% (false
alarms: 51). Kaspersky Mobile is ideally balanced with
merely a 1.2% false positive rate against an impressive
97.3% detection rate. The results illustrate that certain
applications climb detection Rate Mountains with the
concomitant excessive false alarms on their bags,
potentially irritating users by warning on bona fide
applications (Table 2).

Table 2: App identification and their overall performance

| denﬁfljlcaation Antivirus App Overall
A Bitdefender Mobile 98.7
B Norton Mobile Security 97.9
C Kaspersky Mobile 97.3
D McAfee Mobile 96.5
E Avast Mobile 95.1
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4.4 Resource Impact Assessment

Background resource usage fluctuated significantly among
products. Used memory ranged from 85MB for App A to
132MB for App E, whereas drain on battery went from
around 8% to 15% within 24 hours of typical use.
Kaspersky Mobile was very efficient in that respect: it
used 75MB RAM vyet offered strong protection (fig 5).
Noteworthy is the fact that scan times on lower-end
devices were 23% slower than on premium hardware (fig
4), marking the urgent necessity for a lightweight solution
like Norton Mobile Security that maintains 97.9%
detection with middling resource demands for folks on a
tight budget.

Detection Rate Comparison Across Antivirus Apps
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Fig 4: Detection Rate Comparison
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Fig 5: Memory Usage during Active Scanning:
4.5 Scanning Efficiency

Scan-time measurements revealed some interesting
performance differences. Full scans in premium devices
were actually carried out as much as 40% faster compared
to the entry-level systems and grant high-end
optimizations to applications that demand many resources.
Avast Mobile, while it has a respectable detection rate of
95.1% as a free product, showed longer scan times and a
higher resource usage (2.8% false positives), which makes
it a bad option for older devices (fig 6).
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Fig 6: Top Antivirus and Their Results
Table 3: Top Antivirus and their results
Antivir | Detect | False | CPU | RA | Batte | Ful
us App | ion Positi | Usag | M ry I
Rate ves e Usa | Impa | Sca
(%) (%) Incre | ge ct n
ase (M | (%/h | Ti
(%) B) r me
(mi
n)
Bitdefe | 98.7 0.5 12.4 78 1.2 6.8
nder
Mobile
Norton | 97.9 0.7 15.1 85 14 7.2
Mobile
Security
Kaspers | 97.3 0.9 18.7 72 11 8.1
ky
Mobile
McAfee | 96.5 1.2 22.3 92 17 9.5
Mobile
Avast 95.1 2.8 25.6 105 | 2.3 10.
Mobile 4
Trend 94.8 15 24.01 | 88 1.9 8.7
Micro
Mobile

4.6 Practical Recommendations

For high-security needs, Bitdefender Mobile Security
should be preferred with a slightly heavier resource usage
but unmatched 98.7% detection with almost no false
positives. The Apps having higher rate of detection
consumes more CPU. On an enterprise front, deployments
may want to look into solutions such as App C for their
centralized management capabilities. Those who cannot
lay out an exorbitant amount of money for a security
solution will identify Norton Mobile Security as an
exceptional option, with a detection rate near the top
(97.9%) and modest resource use. Ultimately, however,
our evaluation demonstrates that finding the best
protection means weaving through different factors—with
some solutions perhaps excelling in one area while others
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better serve the priorities of the user and the capabilities of
the device.

These findings help users to engineer the installation of
security solutions as per their precise requirements; the
priorities could lie anywhere among perfect detection
power, system performance, or balanced operation across
all metrics. What we reported here covers the performance
differences and hence should be considered by an
evidence-based approach rather than marketing gimmicks
or popular metrics.

5. LIMITATIONS
This study is limited by three elements:

e Temporal scope: Only the malware variants from
2021 to 2023 were tested, discounting older or zero-
day threats.

o Device variety: Tests were done on three tiers of
devices, but custom ROMs or fragmented versions of
Android were not considered.

e Real-World Usage: In practice, background processes
(e.g., notifications, updates) may have a marginal
influence on resource metrics.

6. CONCLUSION

Our review has provided useful insight into the efficacy of
antivirus applications in the detection and prevention of
Android device malware. A review was conducted that
systematically rated some antivirus applications on the
basis of key parameters, including detection rate, false
positive rate, resources used, and scanning time. While
this review does possess some shortcomings, a few
important aspects that influence app performance have
been brought to the fore and considered while discussing
the studies about both the wuser and developers'
perspectives. Antivirus applications are essential to protect
Android devices, but our evaluation shows a wide
disparity among their levels of effectiveness; hence, users
must form an informed opinion about a particular
application based on their needs.

In the first place, false-positive issues came as a concern
for the user experience. High rates of false positives can
disrupt a given activity on a device, and thus it erodes the
trustworthiness envisioned for an antivirus solution.
Another consideration has to do with resource-
consumption trade-offs; they remain challenging.
Developers should, therefore, always be mindful of
optimization so as to ensure minimal interference to
device speed, battery-life measurements, and general
usability. Our results, therefore, tend to endorse the multi-
pronged security approach to Android concerning
antivirus apps: regular OS updates, secure app installation,
user education, and safe browsing behavior. Security

experts, developers, and manufacturers must work
together to anticipate and defend against new threats,
ensuring the continued pertinence of these apps.

In Conclusion, securing their devices can be achieved by
the users if they are aware of the factors affecting antivirus
performance, address false positives, adjust installations of
antivirus that are resource-heavy, and carry out other
security practices. Similarly, developers may benefit from
this information while improving their apps, making the
Android environment safer. Bitdefender Mobile Security
offers the best detection rates (98.7%) against very low
false positives (0.5%) for optimal security. For a balanced
performance, Kaspersky Mobile presents excellent
detection (97.3%) and the lowest resource usage (72MB
RAM). Users with budget constraints should consider
Norton Mabile Security with near-top detection (97.9%)
with medium resource demand. Being free, Avast Mobile
provides satisfactory detection (95.1%) but has higher
false positives (2.8%) and resource usage. These foreseen-
down-the-road suggestions will satisfy various needs,
providing optimum security for different device
capabilities and user preferences. Future work would
consider the addition of zero-day malware as well as the
broad device ecosystem.
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