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-------------------------------------------------------------------ABSTRACT--------------------------------------------------------------- 

Blockchain is an innovative application model that integrates distributed data storage, peer-to-peer transmission, 

consensus mechanisms, digital encryption technology and other computer technologies. It is decentralized, secure, 

and Information disclosure. In blockchain, digital encryption technology has a core position. The security of user 

information and transaction data is a necessary condition for the promotion of blockchain. The development of 

cryptography and related technology promotes and restricts the further development of blockchain. This paper 

outlines the infrastructure of blockchain, including the data layer, network layer, consensus layer, contract layer 

and application layer. The principles of encryption technology are introduced briefly, such as hash function, 

asymmetric cryptosystem, and digital signature. The application of cryptography in all levels of blockchain is 

analyzed, including data layer, network layer, consensus layer, etc. It shows that cryptography runs through the 

whole blockchain system. The existing security problems of blockchain are analyzed, and the future research 

direction is expected. 
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I. INTRODUCTION 

Security is an important requirement in protecting data 

against attacks. One of the most important methods for 

ensuring data security is cryptography. Cryptography is 

secret writing for data security protection. Cryptography 

protect data by changing plain text in to cipher text and 

this cipher text is decoded by only authorized receivers, 

who then convert the uncertain data into the original 

textual content. The two fundamental techniques for 

encrypting data are “symmetric cryptography”which 

generate the usage of the same key to encrypt/decode 

information and “asymmetric cryptography”, which 

makes use of public and private keys to encrypt/decode 

information. 

 

In blockchain we are now using an algorithm which is 

called SHA 256 for generating “hash number” SHA 256 

is a cryptographic hash algorithm which does not use any 

key. So, there is no question of symmetric/asymmetric. In 

SHA 256 we give block no, nonce data of block and 

previous hash number as an input and output is our new 

hash number. 

 

A. Common Terms Used in Cryptography & Blockchain:- 

 

 Plain-text: The original and understandable text. 

As an instance, let Alice need to transmit a 

“computer” message to Bob. Here, “computer” is 

the plaintext or the original message. 

 Cipher-text: The text that can’t be understood by 

way of anybody or a gibberish text, example 

“E@$#£%” 

 Encryption: A process of changing plaintext into 

cipher text is called encryption. The manner of 

encipherment needs an encipherment algorithm 

and a key. 

 Decryption: A process of changing cipher text in 

to plain text is called decryption. 

 Key: A key is character, number, or a special 

character. It is used at the time of decode on the 

ciphertext. 

B. Purpose of cryptography in Blockchain 

 

 Authentication: The potential of a system to test 

the identity of new block in blockchain. 

 Integrity: Only real miner is allowed to add new 

block in blockchain. 

 Access Control: Only authorized miner is capable 

to get the reward of adding new block in 

blockchain. 

In blockchain the block is attached by hash number and 

these hash number work like as linked list and generated 

by cryptography algorithm SHA 256, if somehow the 

hash is decodable then it is easy to hack a blockchain and 

add a duplicate block so that’s why we are using a good 

cryptography algorithm for securing our hash. 

II. ENCRYPTION ALGORITHMS WHICH 

ARE USED IN BLOCKCHAIN 

This part clarifies numerous encryption algorithms to 

identify the best algorithm for blockchain on various 

parameters. Some common hashing algorithm includes 

MD5, SHA-1, SHA-2, SHA-256, and LANMAN. 

 

a. MD5: MD5 message-digest algorithm is the 

5thversion of the message-Digest algorithm 

developed by Ron Rivest to produce a 128-bit 

message digest. MD5 is quite than other versions 

of the message digest, which the plaintext of 512- 

bit blocks, which is a set of four blocks, each of 32 

bits. MD5 produce the message digest through five 

steps, i.e., padding, dividing length, dividing the 

input into 512-bit blocks, initial changing variable 

a process block and 4 rounds and using different 

constant in each of the iteration. 

 

Use of MD5Algorithm 

 

It was developed with the main motive of security 

as it takes an input of any size and produces an 
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output if a 128-bit hash value. To be considered 

cryptographically secure, MD5 should meet two 

requirements: 

1.) It is impossible to generate two inputs that cannot 

produce the same hash function. 

2.) It is impossible to generate a message having the 

same hash value. 

 

 

 

Fig. 3. Showing hashing procedure of SHA2 

SHA-2 provide better prevention against collision, 

meaning the same input data always has a different hash 

value.SHA-2 uses from 64 to 80 rounds of cryptography 

operations, and it is commonly used to validate and sign 

digital certificates and documents. 
 

 

 

Fig.1. Showing MD5 hashing 

b. SHA1:-  SHA1:  SHA1  or  SECURE  HASH 

ALGORITHM 1 is a cryptographic hash function 

which takes an input and produces a 160-bit (20- 

byte) hash value. This hash value is known as a 

message digest. This message digest is usually 

then rendered as a hexadecimal number which is 

40 digits long. It is a U.S. Federal Information 

Processing Standard and was designed by the 

United Sate National Security Agency. 

SHA-1 is now considered insecure since 2005. 

Major tech giants browsers like Microsoft, Goggle, 

Apple and Mozilla have stopped accepting SHA-1 

SSL certificates by 2017.[2] 

 

 
Fig. 2. Showing hashing procedure of SHA1 

c. SHA2:- Secure Hash Algorithm 2 is a set of 

cryptographic hash functions designed by the 

United States National Security agency and first 

published in 2001.SHA-2 hash six different 

variants, which differ in proportion with the bit 

size for encrypting data. 

d. SHA-256:- The SHA-256 algorithm is one of the 

flavours of SHA-2 (Secure Hash Algorithm 2). 

SHA-256 is a patented cryptographic hash 

function that outputs a value that is 256 that is 256 

bits long. 

 

What is hashing? In encryption, data is 

transformed into a secure format that is unreadable 

unless the recipient hashes a key. In its encryption 

form, the data may be of unlimited size, often just 

as long as when unencrypted. In hashing, by 

contrast, data of arbitrary size is mapped to data of 

fixed size. For example, a 512-bit string of data 

would be transformed into a 256-bit string though 

SHA-256 hashing. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. Showing hashing procedure of SHA256 

How secure is SHA-256? 

 

SHA-256 is one of the most secure hashing 

functions on the market. That why we use it in 

blockchain. The US government requires its 

agency to protect certain sensitive information 

using SHA-256. Three properties make SHA-256 

so secure. 

 

1. It is almost impossible to reconstruct the initial 

data from the hash value. A brute force attack 
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would need to make 2^256 attempts to generate 

the initial data. 

2. Having two messages with the same hash value 

(called a collision) is extremely unlikely. With A 

minor change to the original data alters the hash 

value so much that it’s not apparent the new hash 

value is derived from similar data; this known as 

the avalanche effect. 

 

3. LAN Manager Hash (LANMAN Hash): The 

LAN manager hash (LAMAN hash) is an 

encryption mechanism implemented my Microsoft 

prior to its release of NTLM. The LANMAN hash 

was advertised as a one-way hash that would allow 

end users to enter their credentials at a 

workstation, which would, in turn, encrypt said 

credentials via the LANMAN hash. 

It turns out that the LANMAN hash is not true 

one-way hash. First, regardless of how the end 

user entered his password, the LANMAN hash 

would covert the characters into uppercase. 

 
Fig. 5. Showing LM Hash mechanism 

Now we know the fundamental of MD5 and 

SHA-2. Let’s compare them. First of all, MD5 

produce 128-bithashes. SHA-2 contains 

subversion that can produce hashes of different 

lengths. The most common is SHA-256. Secondly, 

the SHA-2 is more secure than MD5, especially in 

term of collision resistance. Therefore, the MD5 

isn’t recommended for Blockchain technology. 

Moreover, there are fewer reported attack on SHA- 

2 than onMD5. The MD5 is considered to be 

cryptographically broken and can be attacked by 

average computer. In term of speed, the MD5 is 

slightly faster than SHA-2. Therefore, the MD5 is 

often used as check sum for verifying files 

integrity. 

 

III. COMPARISION OF THE HASHING 

ALGORITHMS 
 SHA-1 vs. SHA-2 vs. SHA-256:-As we discussed, 

SHA is an acronym for Secure Hash Algorithm, so 

while SHA2 is the successor to SHA1, it’s a 

completely different algorithm, or rather set of 

algorithms, not a variation on the original. SHA1 

was developed by the US government and is closer 

in nature to MD5. It creates message digests, 160- 

bit (20-byte) hash values that are represented by 

40-digit long hexadecimal strings. SHA2 was also 

developed by the US government, specifically the 

NSA, and is actually a family of algorithms, six 

different hash functions that produce digest/hash 

values of varying lengths: 224, 256, 384 or 512. 

“The variety of SHA-2hashes can lead to a bit of 

confusion, as websites and authors express them 

differently. If you see “SHA-2,” “SHA-256” or 

“SHA-256bit,” those names are referring to the 

same thing. If you see “SHA-224,” “SHA-384,” 

or“SHA-512,” those are referring to the alternate 

bit-lengths of SHA-2. You may also see some sites 

being more explicit and writing out both the 

algorithm and bit-length, such as “SHA-2 

384.”[5][2] 

 
Fig. 6. Showing comparative security status 

The basic difference betweenSHA1 vs. SHA256 or 

SHA1 vs. SHA2 is the length of the key used to 

encrypt the data transferred online. SHA1 uses 

160-bitlong key to encrypt data while SHA256 

uses 256-bit long key to encrypt data. SHA2 is a 

family of algorithms developed by the US 

government to secure the data online. SHA2 uses 

keys of varying lengths, including224, 256, 384, 

and 512 to encrypt the data. SHA512 uses a 512- 

bit key for the purpose of encryption [1][4]. 

 

 SHA vs. MD5: Now we know the fundamental 

of MD5 and SHA-2. Let’s compare them. First of 

all, MD5 produce 128-bithashes. SHA-2 contains 

subversion that can produce hashes of different 

lengths. The most common is SHA-256. Secondly, 

the SHA-2 is more secure than MD5, especially in 

term of collision resistance. Therefore, the MD5 

isn’t recommended for Blockchain technology. 

Moreover, there are fewer reported attack on SHA- 

2 than on MD5. The MD5 is considered to be 

cryptographically broken and can be attacked by 

average computer. In term of speed, the MD5 is 

slightly faster than SHA-2. Therefore, the MD5 is 

often used as check sum for verifying files 

integrity.[2] 
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IV. CONCLUSION 

We discussed the MD5, SHA-1, SHA-2, SHA-256 

algorithm in details and then we compared them the 

conclusion is that SHA-2 does better than MD5 in most 

cases, especially regarding security, that's why we use 

SHA-2 in place of MD5 but there is another advance 

version of SHA which is SHA-256and now this is very 

secure than other previous version, so start using it in our 

new technology Blockchain for producing hash number 

for blocks. 

 

V. FUTURE SCOPE of SHA-256 

So, based on the assumption that a supercomputer can 

manage 15 trillion sha256 hashes per second (roughly 

what the Bitcoin network itself can manage) it would take 

65 billion years, assuming computing power stagnated at 

this very second. If you factor in Moore’s Law, which can 

be used to measure the general increase in computing 

power over time, it would be roughly 60 years (though 

there is no guarantee that Moore’s law will remain in act 

for 60years). The study of cryptography & allied areas is 

essential in the development of various security protocols 

[7-15], wireless communication scenarios [16-21] and 

plenty of network security related applications [22-26]. 
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