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ABSTRACT

In symmetric key cryptosystems, a common secret key is shared between transmitter and receiver. Symmetric key
methods usually categorized as stream ciphers or block ciphers. DES (Data Encryption Standard) was used
earlier which is replaced by AES (Advanced Encryption Standard) and it is most widely used symmetric key
method now days. Here in this paper, we review some characteristics, advantages and disadvantages of symmetric

key cryptosystems.
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INTRODUCTION:

Symmetric key cryptosystems use a common secret key

for encrypting the data. Data communication is a necessity
of life in modern world so the importance of symmetric
key cryptosystems increases very sharply not only in
cryptography and its allied areas [1-9] but also in wireless
communication scenarios [10-15] and network security
applications [16-20]. In cryptography, all cryptosystems
can be divided into two categories. First is symmetric key
cryptosystems and second is public key cryptosystems. In
public key cryptosystems, a public-private key pair is used
for securing the data. The following figures show the
difference between the above mentioned cryptosystems.
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Fig.1. Showing Symmetric key encryption and
decryption using the same key
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Fig.2. Showing public key encryption and decryption
using the key pair

Now we discuss some of the famous symmetric key
cryptosystems [21-22].

e DES: DES is a block cipher that means it
encrypts data in 64 bits block size. The key
length is 64 bits but effective key length is of 56
bits only because 8 bits are not used as a key and
remains as check bits only.
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In DES, S-boxes are used. DES uses eight S-boxes each
having 6 bit input and 4 bit output as shown in below
figure.

Fig. 3. Showing the process of DES
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Fig 4. Showing the working of S-boxes

The rule of S-box is shown in the below figure.

DES satisfies all the desired properties of a block cipher.
The speed of DES was a big concern and hence a
modification of DES is formed named as Triple-DES.
Triple-DES is comparatively faster than original DES but

bit I bit2 bit3 bit4 bit5 bit 6

bit 1 bitg bit 3  bit 4

a replacement of DES was desired because of the small
key size and the increasing computational power of
intruders. So AES was designed to replace DES.

o AES: AES uses substitution—permutation
structure. AES  exhibits the following
characteristics:

» Symmetric key block cipher

» 128-bit data, 128/192/256-bit keys options
»  Much faster than Triple-DES

»  Provide full specification and design details
» Software implementation is possible

The number of rounds in AES is variable and depends on
the length of the key. AES uses 10 rounds for 128-bit
keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit
keys. Each of these rounds uses a different 128-bit round
key, which is calculated from the original AES key. The

Fig 5. Showing the rule of S-box

below figure denotes the above mentioned statement.
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Fig. 6. Showing the structure of AES
The AES encryption follows four sub rounds stated below

e Byte Substitution (Sub Bytes)
e  Shift rows

e  Mix Columns
e Add round key

The decryption process follows steps in a reversible order
given below

» Add round key

» Mix columns

» Shift rows

» Byte substitution

¢ Advantages: There are many advantages of using
symmetric key cryptosystems stated below.

fast and convenient to set up

Highly secure

Wide acceptance

Requires low computational resources

YV VY

e Disadvantages: There are several disadvantages of
using symmetric key cryptosystems also. They are
listed below

» Key sharing is problematic

» The message's origin and authenticity cannot be
guaranteed (cannot provide digital signatures)

» 1If your security is compromised (key leak), you
will risk more damage

CONCLUSION:

It can be concluded that symmetric key cryptosystems are
faster and easily implementable but they suffer with key
transportation  problem. The modern symmetric
cryptosystem uses AES which offers different key sizes
and much faster and efficient than DES or Triple DES.

AES provides full specifications along with various
possibilities of implementation. AES cryptosystems are
unbreakable in computationally feasible time subject to
the point that keys are shared in a secure fashion.
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