
International Conference on Computational Mathematics & Engineering Applications (ICCMEA) on June 24 – 26, 2022 

ISBN 978-81-931101-3-3 ©2022 Published by Eswar Publications, TN, India  8 

Wireless Communication Channels: Associated 

Vulnerabilities & Possible Solutions 
Insha Qadir and Yash Tripathi 

Pranveer Singh Institute of Technology, Kanpur 

-------------------------------------------------------------------ABSTRACT--------------------------------------------------------------- 

In modern communication scenarios, the use of wireless communication channels for data transmission becomes 

essential. Wireless communication channels are very prone to security attacks. In Denial of Service (DoS) attack, 

an intruder can intercept the network with targeted messages in order to make sure that the network will not be 

available for genuine users. Spoofing can be another problem where an intruder pretends to be a legitimate user 

and performs malicious activities. Eavesdropping is another area of concern where an intruder intercepts the 

ongoing data by capturing the wireless network. The list of wireless security attacks is even long. So in this 

context, in this paper, vulnerabilities of wireless communication channels along with the possible solutions are 

discussed. The up gradation of hardware and software is always a costly and slow process so new security 

protocols must be developed keeping existing hardware and software infrastructure in mind. The discussion 

related to security issues and possible solutions of wireless communication channels will be very helpful for the 

design and development of new concepts and methods. 
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INTRODUCTION:   

Wired and wireless communication channels can be 

compared on many aspects. Wired channels are usually 

much faster than wireless channels. Wired channels are 

more reliable and secure comparatively. Wireless channels 

are better in terms of installation cost and ease of setup 

establishment. Wired channels suffer with many 

disadvantages such as lack of mobility, maintenance and 

cost issues. On the other side, wireless channels are prone 

to security attacks. The study of communication channels 

is very important for cryptography and allied areas [1-9], 

understanding various wireless communication scenarios 

[10-15] and network security applications [16-20]. A basic 

comparison between wired and wireless channels is shown 

in below figure. 

 
Fig.1. Showing comparison between wireless and wired 

channels 
The basic security issues of wireless channels are 

discussed in below points 

 Denial of Service (DoS) attack:  Dos attack is 

used for disabling the services or degrading the 

performance [21]. DoS attack degrades overall 

Quality of Service (QoS) of the network. An 

intruder sends heavy load to the targeted server or 

device in such a way so that legitimate and 

genuine users will not be able to access the 

available resources. Improper configured devices, 

password vulnerabilities can be the primary cause 

of DoS attack. The below figure illustrates DoS 

attack. 

 
Fig.2. Showing Dos attack 

 Eavesdropping: Eavesdropping attack or 

snooping attack contains the methods used for 

obtaining user information [22]. Eavesdropping 

may include accessing documents in a server or 

man-in-the-middle attack where an intruder alters 

the information between two participating 

entities. Eavesdropping is the result of weak 

encryption algorithms or keys or loopholes in the 

communication system. The below figure 

describes eavesdropping. 
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Fig.3. Showing eavesdropping attack where an 

intruder is in the middle 

 

 Signal Jamming: Signal jamming or wireless 

jamming can be seen as a specific case of DoS 

where intruders send malicious signals on a 

genuine channel by creating intentional 

interference in the network [23]. An intruder can 

use of transmitter tuned to the same frequency as 

the legitimate receiver’s equipment with enough 

power in order to override any signal at the 

receiver. Random noise, random pulses and tones 

are used for this purpose. The below figure 

illustrates signal jamming. 

 
Fig.4. Showing signal jamming 

 

POSSIBLE SOLUTIONS:  
These attacks can be prevented if suitable mechanisms are 

applied. DoS attacks can be prevented by installing 

firewalls and intruder detection systems as they act as 

traffic scanners between networks. The session key length 

also plays a vital role. It should be at least of 256 bits in 

length. Use of licensed anti virus and anti malware 

software is very helpful in preventing attacks. 

Eavesdropping attacks can be prevented by applying 

strong authentication mechanisms. Two Factor 

Authentication (TFA) can also be applied as an added 

layer of security. A Virtual Private Network (VPN) and set 

of strong passwords with frequent changes are also very 

helpful in preventing DoS or eavesdropping attacks. 

Updated hardware and anti jamming techniques are used 

to prevent signal jamming. The below figure describes the 

above mentioned problems and solutions in a nutshell.  

 
Fig.5. Showing possible security threats and security 

solutions 

 
CONCLUSION & FUTURE SCOPE:  
It can be concluded that wireless and wired channels 

exhibit different characteristics. Wired communication 

channels are more reliable and fast but having high 

installation and maintenance cost. Wireless channels are 

relatively easy to setup but prone to security attacks such 

as DoS, eavesdropping or signal jamming etc. Use of 

intrusion detection systems, firewalls or antivirus software 

is highly recommended along with VPN and strong 

authentication mechanisms in order to prevent security 

attacks in wireless channels. Since intruders are gaining 

new capabilities and high computing power day by day, it 

is the need of the hour to develop new methods and 

devices to prevent security attacks. A lot more effort is yet 

to be done in order to make wireless channels more 

reliable and secure. 
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