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-------------------------------------------------------------------ABSTRACT--------------------------------------------------------------- 
Steganography is a science of hiding the presence of data so that it remains safe from intruders. In modern 

communication scenarios, the use of steganography is very valuable. It can protect the insecurity of wireless 

communication channels and having enough capability to surprise intruders. In this paper, a brief introduction of 

steganography along with its association to cryptography is discussed and we believe that it will be very helpful in 

the development of security protocols for various applications. 
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INTRODUCTION:  

Steganography hides the existence of data in order to 

save it from intruders. The data (message) is kept inside a 

carrier file. This carrier file can be an image, audio file or 

a video file. The message text should be kept inside the 

carrier file in such a way so that no loss of data will be 

there and it can be retrieved only by intended receiver. 

The below figure denotes various types of steganography. 

 
Fig.1. Showing possible types of steganography on the 

basis of carrier file 
Steganographic approaches can also be divided on the 

basis of technicalities and applied transform method and 

the below figure illustrates this classification. 

 
Fig.2. Showing types of steganography on the basis of 

technicalities and applied transforms  

Steganography is a complementary tool for cryptography 

and security protocols. Steganography can be used with 

cryptography and its allied areas [1-9]. It can also be used 

in plenty of wireless communication scenarios [10-15] 

along with network security related applications [16-20]. 

Cryptography provides confidentiality, data integrity, 

authentication and non repudiation and they are known as 

cryptographic goals as shown in below figure. 

 
Fig.3. Showing cryptographic goals 

Steganography also provides communication security but 

in a different way i.e. by hiding the presence of data. The 

below figure shows a comparison between cryptography 

and steganography.  

 
Fig.4. Showing comparison between steganography 

and cryptography 

Steganography Applications:  Steganography provides 

plenty of applications. Some of them are listed below. 

 Provides data security by hiding the presence of 

data 

 Protects data alteration and avoids Denial of 

Service (DoS) attack [21] 

 Encrypted data can also be hidden so provides 

high security to encrypted data [22] 

 Used extensively in media database systems and 

digital image processing [23] 

The below figures illustrates some of the applications of 

steganography in a better way. 



International Conference on Computational Mathematics & Engineering Applications (ICCMEA) on June 24 – 26, 2022 

ISBN 978-81-931101-3-3 ©2022 Published by Eswar Publications, TN, India  5 

 
Fig.5. Showing applications of steganography 

There are so many open access tools available for 

steganography. As a beginner, one can use these tools 

freely and practise various approaches of steganography 

quickly. The following figure illustrates this. 

 
Fig.6. Showing open access tools of steganography 

These tools can also be divided into categories such as 

based on carrier file, domain or GUI as shown in below 

figure. 

 
Fig.7. Showing division of steganographic tools based 

on carrier file, domain and GUI 

Some of the examples of famous tools are shown in below 

figures. 

 
Fig.8. Showing GUI of OpenStego 

 
Fig.9. Showing GUI of OpenPuff v 3.40 

 
Fig.10. Showing GUI of HideNSend 

 
Fig.11. Showing GUI of SSuite Picsel 
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Fig.12. Showing GUI of Stego Watch 

CONCLUSION & FUTURE SCOPE:  
From the above discussion, it can be concluded that the 

combination of steganography and cryptography have 

enough potential to surprise intruders. Steganography 

hides the presence of secret message while cryptography 

provides security goals. Steganography can be of many 

types and can be used in variety of security applications. It 

is very helpful in wireless security protocols as wireless 

communication channels are vulnerable to many security 

attacks. Steganography can resist DoS attack and used 

extensively in media database systems. There are so many 

open tools available for steganography and they differ on 

the basis of GUI, domain or types of carrier files etc. The 

future scope of the crypto-stegano duo is also very bright 

as new security protocols are needed in modern scenarios 

because intruders are very equipped now and they have 

tremendous computing strength. The emergence of 

quantum computers can endanger existing security 

protocols and in that case steganography based security 

protocols will be very useful as they can provide a new 

direction to coders and developers.  
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