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Quantum computing is another developing innovation which is going to impact whole computing process and 

especially cryptography. Most of the cryptosystems will fail when quantum computing becomes a reality. In 

such situation cryptography through lattice and mersenne primes is a ray of hope. In this paper, we investigate 

the impact of quantum computing on cryptography and possible solution to provide a secure system. 
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1. INTRODUCTION 

Dependence on computers and its wide application in the 

cutting edge world have constrained the specialists to 
enhance and produce a small, fast and a robust computer. 
This target can be realized by Nanotechnology [1-3]. 
Nanotechnology can plan and fabricate electronic 
segments that can be utilized to make it a reality. 
Nanotechnology is an extensively characterized term that 
is not limited to a single discipline but the shared factor is 
very high in all areas including medical or engineering. 
There are new hopes in terms of response type and 
response time. With the help of devices of nanometer size 
there is a scope of radically new form of technology [4-5]. 
As a result of the extent of the gadgets included a great 
part of the work included with nanotechnology requires 
working at the nuclear level, changing and controlling 
atoms and molecules. Due to the enabled technology at 
this level there is a big scope of practical implementation 
of quantum computers. It has turned into a hotspot for 
high contention. It will be a big mistake, if we ignore the 
impact of quantum computing on cryptography. New 
methods (using other platforms) [6] needs to be developed 
on regular basis in order to avoid potential threat of 

quantum computing [7-8]. The development of new 
protocols will also give an added benefit that they can be 
useful in variety of situations like Electronic Health 
Records (EHR) systems, wireless communication or 
various defense related applications [9-12] 

 
2. PRELIMINARIES 

 

2.1 Quantum computing:  
There is a difference in computation process between 
quantum computers and binary digital computer. 
Digital computer uses data in the form of binary digits 
(0&1) while quantum computers [13] uses quantum 
bits which can be superposition of various states.  A 
quantum computer with 𝑚 qubits can be in any random 
superposition of up to 2𝑚 different states 
simultaneously. We will explain it through a simple 
example. Suppose we have 3 bits then it can represent 
various 8 unique combinations in binary as given in 
figure 1 where every position can have only 0 or 1. But 
if 0 and 1 also have 2 states each then various 
combinations will increase to 64 i.e. 8 times. 

 

Decimal 

number 

0 1 2 3 4 5 6 7 

Binary 

number 

000 001 010 011 100 101 110 111 

 
Fig 1: Possible combination of 𝟎 and 𝟏  for 𝟑 bits. 

 

Thus we can say there will be huge increase in speed 
of computation and it will affect whole technology. 
 

2.2 Cryptography:  
Modern cryptography is not limited to encryption 
and decryption only while it is associated with the 
process of developing a cryptosystem which can 
provide information security by using various 
mathematical techniques, methods and algorithms. 
Some of the security services [14-17] are as given 
follows (shown in figure 2 below). 

 Confidentiality: It is a process to prevent 
the information from an unauthorized 
person. It can be enabled by using various 
algorithms for encrypting the data. 

 Data integrity: Integrity service refers to 

protect the data alteration. It assures that 
whether data is exactly same or not since it 
was last communicated or stored by an 
authorized entity. This service does not 
stop data alteration while it can identify it. 

 Authentication: This service verifies that 
the data received is from an authorized 
resource and it has two parts. First part is 
message authentication. It identifies the 
source of the message. Second is Entity 
authentication. It provides assurance that 
received data is from a particular specified 
entity. 

 Non-repudiation: This service assures that 
in future sender will not be able to deny for 
his action. 

 Access control: It is the service to prevent 
unauthorized use of a resource. 
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Fig.2: Denoting security objectives with corresponding 

applications. 

 
Modern day cryptography is moving towards batch 
cryptography which is performing batch decryption, batch 
key agreement and batch verification. In batch 
cryptography decryption, key agreement and verification 
is done in a batch of various tasks (not one by one). Here 
we are going to show an example of aggregate signature 
[18] and batch verification. Suppose there are 𝑡 signatures 
given for 𝑡 different messages, which are given by 𝑡 
different users. In batch processing, these signatures 𝑠1, 𝑠2, 𝑠3, … … 𝑠𝑡 can be combined into a common signature 
which is used to verify that all the 𝑡 users signed the 
original messages in a batch where 𝑘𝑡ℎ user has signed the 
message 𝑚𝑘 for 𝑘 = 1,2, … . . 𝑡. Signatures are generated 
as follows 𝑠1 + 𝑠2 → 𝑠12 𝑠12 + 𝑠3 → 𝑠123 𝑠123 + 𝑠4 → 𝑠1234 𝑠1234 + 𝑠5 → 𝑠12345 𝑠1234…𝑛−1 + 𝑠𝑛 → 𝑠12345…𝑛 

 
First batch verification [19] came in 1994 for DSA 
signature after that various improvements came in 
successive years. Now day’s cloud computing is available 
easily and cost of infrastructure is decreasing for an 
individual. All trusted third party can use cloud so use of 
batch processing will enhance in near future and all 
computing may transfer to a common platform .In such 
situation there will be a requirement of new techniques 
and algorithms to shift whole cryptographic system to a 
new dimension. 

 

3. IMPACT OF QUANTUM COMPUTING 

ON CRYPTOGRAPHY  

Quantum computing will result to the end of almost all 
the cryptographic schemes based on number theoretic 
or discrete logarithm problem because factoring will 

become an easy problem. Currently available quantum 
computers are not capable to perform factoring large 
numbers or solving discrete log problem in an efficient 
way. But in the presence of useful quantum computers 
which can involve more than a million bits, (qubits) all 
cryptographic algorithms which are in use today will 
become of no use. Quantum bit innovation is a barrier 
for the realization of quantum computers. The 
fundamental requirement is the generation of quantum 
bits (qubit). While current processing works by 
exchanging between two states, quantum bit enables 
multiple states to exist simultaneously. In view of this a 
quantum PC would have the capacity to do in days 
what a conventional PC may take a huge number of 
years to perform. It will be a big challenge for the 
security. Most of the cryptographic schemes will 
become vulnerable to attacks. It will be of great 
concern not only to secure data but also the physical 
security of the devices. Any cryptosystem consists of 
four components encryption/decryption, digital 
signature, authentication and key agreement. All will be 
affected by the evolution of quantum computers. 
Currently used standards for encryption whether DES, 
Triple DES and AES are considered as secure, with 
AES being the current government standard providing 
128-bit, 192-bit, and 256-bit key sizes [20]. On one side 
Nanotechnology provides a way to improve on these 
encryption standards but on another side, it is also a 
threat for them to remain secure. Quantum 
cryptography can provide an encryption system which 
will be impossible to decode. This encryption process 
uses the nature of photons. Photons are encoded in one 
of four positions, one horizontal, one vertical and two 
diagonal. If anyone tries to intercept, the transmission 
will not only tip off but the intrusion attempt but will 
also invalidate the code. Security of any encryption 
system is heavily dependent on keys and if the key is 
hacked then the data is hacked as well. In case of 
Quantum encryption, keys can be altered several times, 
which makes them almost infeasible to compromise. 
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Authentication is also a very important part in the 
security of a network and will also be affected with the 
advent of quantum cryptography. On one side accuracy 
associated with authentication schemes will increase 
while on another side it will make existing schemes 
vulnerable to attack. 

 

4. HOW TO OVERCOME CHALLENGES 

FACED BY CRYPTOGRAPHY VIA 

QUANTUM COMPUTING  
Traditional cryptographic algorithms [21-22] are based 
on factorization or elliptic curves which are not 
looking resistant against quantum algorithms. Possible 
solutions can be cryptography through lattices and 
mersenne prime numbers. 

 
4.1 Lattice Cryptography.  
In 1996, Ajtai discovered [23] that there are mathematical 
problems in the area of lattices that have some desirable 
properties with respect to cryptography. Since then, 
lattices have been used to construct several crypto systems 
and other cryptographic applications [24-28]. Lattice-
based cryptography is the generic term for asymmetric 
cryptographic primitives based on lattices. To develop a 
cryptosystem first requirement is to search a hard problem. 
Any problem is said to be computationally hard if no 
algorithm can solve it efficiently. For a lattice of 𝑛 
dimension there are two hard problems: Shortest Vector 
Problem (SVP) and Closest Vector Problem (CVP). In 
case of SVP, problem is to find shortest vector in lattice 𝐿. 
It looks easy in case of 2 or 3 dimensions but it is a hard 
problem if this dimension is increases up to 500 or more. 
In case of CVP one vector 𝑡 is given which is not in 𝐿. 
Hard problem is to find a vector which is closest to 𝑡. 
Another variation of this hard problem is to find 
approximate closest vector. Most of the functions based on 
lattices is quadratic or linear, which is a attractive feature 
for the construction of a cryptosystem and a revolutionary 
advantage over number theoretic algorithms in 
cryptography [29]. Some of the available cryptosystems 
[30-34] and its practical implementations include NTRU 
Encryption, NTRU key exchange and NTRU 
authentication. Lattice cryptographic systems are fully 
homomorphic [35], very much resistive against key 
leakage and efficient also. These features [36-38] making 
it quantum resistant. 
 
4.2  Cryptography through mersenne prime:  
It is a latest area of work in which cryptosystem is based 
on mersenne prime numbers [39]. Till date only fifty 
mersenne primes are known. 277232917 − 1 is the largest 
mersenne prime till date. Mersenne prime numbers are of 
the form 𝑞 = 2𝑛 − 1 where 𝑛 is a prime. These numbers 
have a very unique property that for any number 𝑦 𝑚𝑜𝑑𝑢𝑙𝑜 𝑞 and 𝑡 = 2𝑧 where 𝑡 is a positive integer, 𝑦 × 𝑡 is a cyclic shift of 𝑦 by 𝑧 positions and thus the 
number of 1′𝑠 remain unchanged in 𝑦. In other words we 
can say that hamming weight of 𝑦 remains unaffected. The 
process of encryption is as follows: Let us take an 

expression 𝑅 = 𝑆/𝑇(𝑚𝑜𝑑 𝑞) where 𝑆 and 𝑇(𝑚𝑜𝑑 𝑞) are 
having low hamming weight and it is very difficult to 
distinguish 𝑅 from a random integer modulo 𝑞. In order to 
encrypt a bit 𝑥 = {0,1}, the encryption algorithm choses 
two random numbers 𝑛1, 𝑛2 of low hamming weight and 
then the output 𝐶 = (−1)𝑥(𝑛1𝑅 + 𝑛2) where 𝑅 is the 
public key and 𝑇 is the private key. 
 
5. CONCLUSION 
Cryptographic systems enhance security features and 
guarantees efficient and powerful message security 
mechanism. Today’s Cryptographic systems are under 
way and can only be seen as an amendment to traditional 
procedures. In the future when quantum computing will 
take place in reality, we have to rely on new 
cryptosystems which are resistant against quantum 
computers. In future, lattice cryptography and 
cryptography using mersenne prime can play vital role in 
the area of security. 
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