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ABSTRACT

A cryptocurrency can be seen as an encoded data string which can be used as a unit of currency or its equivalent.
In recent years, we have seen that cryptocurrency has emerged as a buzz word and everybody is talking about it.
In this paper, an introductory view of cryptocurrency is given along with basic concepts and associated terms. The
knowledge of the above mentioned terms is very important in modern aspects as it is a buzz word today and many

jobs are being created in this particular area.
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INTRODUCTION:

Cryptocurrency is not bound to any central authority or

verifying agency such as banks or governments.
Cryptocurrency does not exist physically and it supports
decentralized control. In 2009, Satoshi Nakamoto has
developed first cryptocurrency known as Bitcoin based on
has functions and proof of work concept. It is still one of
the most popular cryptocurrency in the world. There are
some other cryptocurrencies exist like Ethereum, Litecoin
etc. A comparative view of various cryptocurrencies is
given in below table 1.

Cryptocurrency Total Market Value
name (approx)
Bitcoin $749 billion
Ethereum $313 billion
Tether $79.5 billion
Binance Coin $62.6 billion
USD Coin $53.2 billion
XRP $34.4 billion
Terra $32.9 billion
Solana $28.5 billion
Cardano $28.4 billion
Avalanche $20.6 billion

Table.1. Showing various cryptocurrencies and their
respective market values

It is very important to mention here that cryptocurrencies,
for example Bitcoin uses SHA-256 which is a hash
algorithm. Hash algorithms are also very useful in
cryptography and its allied areas [1-9] and also very
important to protect wireless communication [10-15]
along with vast network security applications [16-20]. A
cryptographic hash function exhibits the following
properties.

One way computation
Pre-image resistance
Collision resistance
Avalanche property

The following figures illustrate more about hash functions:
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Fig.2. Showing an example of hash computation

Algorithm Message Size (bits) Message Digest Size (bits)
SHA-1 <264 160
SHA-224 <284 224
SHA-256 <284 256
SHA-384 <218 384
SHA-512 <2128 512
SHA-512/224 <18 224
SHA-512/256 <2128 256

Fig.3. Showing SHA variants and the corresponding

digest size
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Properties for Cryptographic Hash Functions

|. Easy to compute:

o  Given message m, hash function /(m) is easy to compute.

ro

. One-way function y = h(x):

o Giveny, it is very hard to find x.

W

. Collision-free: (1. strong version and 2. weak version)
1) Itis very hard to find messages m, and m, with h(m )=h(m,).

2) Given m, and h(my), it is very hard find m, # m; with h(my)= h(m,).

Fig.4. Showing properties of hash functions

POSSIBILITIES IN CRYPTOCURRENCIES:
Many economic agencies and researchers believe that
cryptocurrencies will be a very growth full area in the
upcoming  future [21-23]. The acceptance of
cryptocurrencies is increasing day by day worldwide. The
below figure illustrates the potential.
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Fig.6. Showing various possibilities and associated
applications of cryptocurrencies

CONCLUSION & FUTURE SCOPE:

It can be concluded that cryptocurrencies are emerging as
a method of trade now days. Bitcoin is still the most
popular cryptocurrency but other cryptocurrencies are also
getting  popular  because of various reasons.
Cryptocurrencies use hash functions and involves mining

and proof of work concepts. A sound knowledge of hash
functions and its properties will help technocrats to
understand about cryptocurrencies in a deep fashion.
Many traders are accepting payments through
cryptocurrencies at various places of world and people are
also trading in cryptocurrencies in order to earn high
profits. The associated risk with cryptocurrencies provides
obstacles in its usage but at the same time, opens the
possibilities of high earnings if invested properly. The
future scope of cryptocurrencies is also very bright as
many countries are preparing various laws regarding it and
exploring the possibilities to make it legal and valid
completely. Since there is no centralized control in
cryptocurrencies, it will be very interesting to see that how
governments of various countries deal with it.
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