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Data Security using Blockchain Technology
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In recent years, blockchain technology has gained considerable attention. A blockchain is a public ledger of
transactions or events recorded and stored in chronologically- and linearly-connected blocks. Later blocks
maintain the hash code of previous blocks. It records cryptographic transactions in a public ledger or book that is
difficult to alter and compromise because of the distributed consensus. As a result, blockchain is believed to resist
fraud activities and hacking.
Although blockchain technology resists several types of malicious attacks and reduces many associated risks, it
does not eliminate all attacks. Its preventative mechanisms (e.g., distributed consensus, cryptography, and
anonymity) may impair its resistance to some types of frauds and maliciousness. In this project, we use
blockchain technology in file transfer system. Since blockchain provides only the authentication, we intend to
provide confidentiality to the data by encrypting it with the encryption algorithm, AES before hashing. Thereby,

we can ensure the security of data and can make it trustworthy for the users.
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I. INTRODUCTION

In recent times, the blockchain technology has been a
growing technologies and it is in use in various
applications like bitcoin transactions, file transfer, record
keeping and in many other applications. Blockchain uses a
hash function to get the hash codes which is used to link
two blocks in the blockchain. In a large network, the hash
codes are difficult to compromise but in smaller networks,
the hacker always finds a way to hack the network. In such
cases, the data can be secured by using the more popular
and widely used encryption algorithm, AES before
hashing a file.

1.1 AES

AES is one of the widely accepted encryption algorithm
used for encryption. AES holds its own and unique
structure for encryption and decryption.AES can deal with
three different key sizes such as AES 128, 192 and 256 bit
and each of these ciphers has 128 bit block size.The
number of rounds is based on the key length. The size of
the key decides the number of rounds such as AES uses 10
rounds for 128-bit keys, 12 rounds for 192-bit keys and 14
rounds for 256-bit keys.

From Fig.1, we can infer that AES encryption algorithm is
more mathematically efficient and elegant cryptographic
algorithm and exponentially stronger than the DES
encryption algorithm.

1.2 Blockchain technology

A blockchain, as in Fig.3is a chain of blocks oris a
growing list of data, called blocks, which are linked
together with the help of cryptography. Each data block

contains a cryptographic hash code of the block before it,
a timestamp, and the data to be transmitted. Modification
of data in the blockchain is not allowed. When a data in a
block is changed, it affects the upcoming blocks and hence
the whole blockchain changes.

1.3 SHA 256

SHA 256 is the cryptography encryption algorithm, which
is the advancement of SHA-1 and it is one of the strongest
hash function available. It is not compromised by others
till date. It provides a unique 256 bit hash code, also
knownas signature for a text or a data file. By comparing
the calculated "hash value" to a known and expected hash
value, data's integrity can be determined.

The hash value as in Fig.2 is a one way code generated
from the sender’s side and it cannot secure the file or data
in the file. The hash code, generated from the hash
function is used only for authentication purpose and not
for the encryption or security purposes. The hash code can
only guarantee the authenticity but not the confidentiality
of the data or the file that is transferred.

II. RELATED WORKS

There are several applications that provide file
transferring, but no applications can match the security
provided by block chain technology. In [12], Sri Balaji, et
al proposed a Secured and decentralized file transfer
application using block chain which explains the file
sharing application by using private blockchain network
that can be used in smaller organizations. The data
structures such as Merkle tree data structures and Round
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robin mining are used. In [14] A Survey on File Storage &
Retrieval using Blockchain Technology explains about the
Ethereum platform and technologies like swarm and
whisper that can make it possible to make a secured file
storage and retrieval Decentralized Application (DApp).
An enhanced mechanism for data storage and file transfer
is created. Alex Kibet researched on “A Synopsis of Block
chain Technology” and presented a brief overview of
block chain technology by giving its history, explaining its
architecture and the challenges faced in blockchain
technology currently and consensus algorithms used in
systems that are based on blockchain [4]. In current
Research on Blockchain Technology the most of the
research is focused on explaining and improving
constraints of Blockchain from privacy and security
aspects, but many of the proposed solutions lag concrete
evaluation on their power. Reinforcing the links of the
blockchain explains the motivations, features and
applications of blockchain in [8].A Temporal Blockchain:
A Formal Analysis conduct a complete analysis of work
and gives a formal analysis of the blockchain by Richard
Dennis, et al [10] compared the results to a traditional
blockchain model. In [5] Cryptography: A Comparative
Analysis for Modern Techniques, FaigaMasqsood, et
alevaluated the execution of different symmetric and
asymmetric algorithms by taking multiple attributes such
as encryption/decryption time, key generation time and
file size. Advanced Encryption Standard (AES) Algorithm
to Encrypt and Decrypt Data explains the features of AES
algorithm and some future researches on this algorithm in
[3].[6]Are blockchains immune to all malicious attacks?
Explains the different types of frauds and attacks that
blockchain technology might prevent and behaviors to
which it is vulnerable. It also gives many anti-attack
measures. In [9] design of modified AES algorithm for
data security provides high speed as well as less data
transmission over the channels that are not secured.

III. PROPOSED WORK

In this paper, we have used block chain technology
concept and the encryption algorithm to secure the data
file while transferring files from a server to a client.
Firstly, the data in the requested text file is encrypted
using AES encryption algorithm.
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Fig.I:AES Encryption and Decryption.
Secondly, the encrypted data file is sent to the hash
function which implements SHA 256 hashing algorithm
and gives a hash code. The encrypted data file is then sent
to the client.
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Fig.2: SHA-256
On the server side, the encrypted file is received and the
server verifies the hash code to check the authenticity. If
the hash code matches, then it is understood that the data
file is not altered or accessed by any intruders or hackers.
After the authentication verification, the client decrypts
the data file using the same key thatis used for encryption.
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Fig.4: Block diagram of proposed work (server side)
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Fig.5: Block diagram of proposed work (client side)

Steps involved:
Step 1: The client requests for a text file to the server.

Step 2: The requested text files are given as input on the
server side for encryption.

Step 3: The text files are encrypted using AES encryption
using ‘file processor’ function in fileread.java.

Step 4: The hash code for the encrypted text file is
calculated using ‘applySha256’ function in StringUtil.java

Step 5: The encrypted text file is sent to client from the
server using Socket.

Step 6: The encrypted file is received by the client and the
hash codes are verified.

Step 7: The hash code is calculated in the client side and is
compared with the hash codes fromthe server side.

Step 8: If the hash codes match, then there is no problem
with the file, the client can decrypt it using the secret
symmetric key.

Step 9: If the hash codes do not match, then there is a

change in the file and the hacker has changed the original
data. In this case, the process is terminated.
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Fig.6: Implementation flow diagram.

IV. RESULTS AND DIS CUSSION

The implementation results for data security using block
chain technology concept is as follows: Fig.7 and Fig.8
explains the java code implementation in eclipse IDE. In
the server side implementation, the input text files are
considered as blocks and the hash codes for the blocks are
generated.

In client side implementation, the encrypted text files and
their hash codes are received. The hash codes are
calculated for the received files and are compared with the
received hash codes. If the hash codes match, then the
message, “Hash codes match” is displayed and the files
are decrypted using AES decryption algorithm. If the hash
codes don’t match, then the message, “Hash codes do not
match! File Hacked!” is displayed.
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Fig.7: Server side implementation.

Fig.8: Client side implementation.

V. CONCLUSION

From this paper, we have ensured the safety of data files
that is transferred over smaller networks and have used the
blockchain technology concept for doing so. We hope that
our work can provide security over transferring data files
in a smaller network.

In future, this paper can be extended to larger networks
with larger numbers of files transferring and can also use
the blockchain technology concept more efficiently. In this
way, we can provide better file transferring in a wide
network with more security.
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