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-----------------------------------------------------------------------ABSTRACT---------------------------------------------------------- 

Secure data de-duplication can significantly reduce the communication and storage overheads in cloud storage 

services,and has potential applications in our big data-driven society. Existing data deduplication schemes are 

generally designed to either resist   brute-force attacks or ensure the efficiency and data availability, but not both 

conditions. In cloud environments, users store their data or files in cloud storage but it is not infinitely large. In 

order to reduce the requirement of storage and bandwidth, data deduplication has been applied. Users can share 

one copy of the duplicate files ordata blocks to eliminate redundant data. If the storage and verification servers 

both reply to the user with ‘no deduplication’, the user transfers his data to the servers . Otherwise, once the alter 

box is consistently found, the user gives up uploading data for deduplication. Specially   , when the alter box is 

only found in one server, it implies that the results are inconsistent and at least one of servers is invalid. The 

security and efficiency analysis is also presented in this paper. 
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I. INTRODUCTION 

Cloud storage usage is likely to increase in our big data 

driven society. For example, IDC predicts that the amount 

of digital data will reach 44 ZB in 2020 [1]. Other studies 

have also suggested that about 75% of digital data are 

identical (or duplicate) [2], and data redundancy in backup 

and archival storage system is significantly more than 90% 
[3]. Many papers have discussed the security issues on 

cloud computing [4, 12]. There are three factors on 

security of cloud computing: data confidentiality, 

integrity, and availability (CIA) [4]. Data deduplication is 

a specialized data compression technique for eliminating 

the redundant data. 
The data are really stored on the storage media if they 

were uploaded first; otherwise, the redundant data are 

replaced with a pointer to the unique data copy. To 

achieve data deduplication, there are two basic approaches 

[5]: target-based approach and source-based approach. 
However, storage of high redundant data makes inefficient 

use of cloud storage resources and upload bandwidth [6]. 
the verifiable deduplication of image, which is an usual 

data type of large-scale and high dimensionality stored on 

internet and cloud [7], has received limited attention so 

far. This complicates data deduplication efforts, as 

identical data encrypted by different users (or even the 

same user using different keys) will result in different 

ciphertexts [7], [8].Thus, how to efficiently perform data 

deduplication on encrypted data is a topic of ongoing 

research interest. In recent times, a number of data 

deduplication schemes have been proposed in the 

literature. These schemes are designed to realize encrypted 

data deduplication (see [9], [10], [11]). example, the _R-

MLE2 (Dynamic) scheme proposed in [12] seeks  to 

improve the efficiency of duplicate cipher text 

identification. However, the scheme suffers from brute-

force attacks, the most popular attack in secure data 

deduplication schemes. In this paper, we resolve the 

secure deduplication problem by introducing a verification 

cloud server besides the storage server, which play the role 

of the verifier in the model. For efficiency consideration, 

The outsourced data should not berequired by the verifier 

for the verification purpose [13]. [14] proposed a scheme 

to deduplicate encrypted big data stored in the cloud based 

on ownership challenge and proxy re-encryption. 
Although this scheme is efficient, it is vulnerable to brute-

force attacks. A number of incidents have shown that such 

information may be more invasive to one’s privacy than 

the core data itself(e.g. NSA PRISM [15]). However, such 

information disclosure is inevitable in existing 

deduplication schemes. Therefore, we aim to minimize 

information leakage as much as practical, in the sense that 

only the entity (the cloud storage provider) that operates 

the deduplication knows it. Furthermore, if the duplicate 

information is leaked, then the cloud storage provider will 

be held accountable[16]. In order to efficiently complete 

deduplication, the hash value of encrypted image is 

calculated and transferred to both two cloud servers as the 

fingerprint used in the deduplication process [18], [19], 
which is proved to be secure. 

II. RELATED WORK 

Data deduplication :As the volume of data stored in the 

cloud increases quickly the term deduplication technique 

has been more and more concerned recently. The 

strategies of deduplication can be categorized to two 

strategies: file-level and block-level deduplication .The 

file-level deduplication eliminates duplicate data copy at 

the file granularity if two files have the same hash value 

and are identified as identical [22][10][11].This method 



Special Issue Published in Int. Jnl. Of Advanced Networking & Applications (IJANA) 

 

 

 
Page 26 

 

  

needs low computational overhead but has low duplicate 

elimination effectiveness. The other block-level 

deduplication is also a popular technique which first 

divides each input file into several blocks of fixed-size or 

variable size and then use hash value of each block to 

eliminates the block already stored in cloud.  

III. PROPOSED SYSTEM 

 In this paper, we enhance our system in security. 
Specifically, we present an advanced scheme to support 

stronger security by encrypting the file with differential 

privilege keys. In this way, the users without 

corresponding privileges cannot perform the duplicate 

check. Furthermore, such unauthorized users cannot 

decrypt the cipher text even collude with the S-CSP. 
Security analysis demonstrates that our system is secure in 

terms of the definitions specified in the proposed security 

model. 
The user is only allowed to perform the duplicate check 

for files marked with the corresponding privileges. We 

present an advanced scheme to support stronger security 

by encrypting the file with differential privilege keys. 
Reduce the storage size of the tags for integrity check. To 

enhance the security of deduplication and protect the data 

confidentiality. 

IV. ARCHITECTURE 

 

V. CONCLUSION 

In this paper, we proposed an efficient and privacy-

preservingbig data deduplication in cloud storage for a 

three-tier crossdomain architecture. We then analyzed the 

security of our proposedscheme and demonstrated that it 

achieves improved privacypreserving, accountability and 

data availability, while resisting brute-force attacks. We 

also demonstrated that the proposed scheme outperforms 

existing state-of-the-art schemes, in terms of computation, 

communication and storage overheads. In addition, the 

time complexity of duplicate search in our scheme is an 

efficient logarithmic time.Future research includes 

extending the proposed scheme to fully protect the 

duplicate information from disclosure, even by a malicious 

CSP, without affecting the capability to perform data 

deduplication. Future research agenda will also include 

extending the scheme to be resilient against a wider range 

of security threats by external attackers, as well as 

improving the time complexity of duplicate search.All 

files  have priviledge keys of their own which enchances 

security in the system. Token for accessing a file is sent as 

a otp to users email FURTHER ENCHANCEMENT: 

Working on the area ,To generate otp to the users mobile 

numbers 
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