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With the exponential growth of internet users, web browsers play an essential role in gathering knowledge, social
networking etc. Browser plugin/add-on is a unique feature of modern browsers that allows for adding new
gimmicks to the browser functionality. Although this tool is handy, it poses a significant risk as it can collect and
store users browsing history, passwords and more. Hence, attackers can try injecting malicious browser add-ons
that can utilize security loopholes wherein the attacker may access user-critical data on the host device. The
Smart Extension Malware Detector (SEMD), a reliable browser malware detection system that relies on extension
development API calls and privileges using outfit machine learning approaches, was suggested and created by us.
The research outcomes demonstrate that the SEMD model outperformed peer models while lowering the

difficulty of the detection procedure.
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I. INTRODUCTION

The browser is now the preferred application for the

Internet and is used for a wide range of tasks like sending
and receiving emails, listening to music, and conducting
online banking [1]. Because of this, the extensions are
integrated into browsers like Chrome, Firefox, Safari, and
Internet Explorer: add-ons that let users tweak the
fundamental functionality to personalize their browsing
experience. Imagine that a user has installed several
different search toolbars, a password manager, and ad
blockers that, if activated, employ well-defined APIs to
intercept web page content and alter each page the user
views.

A client can introduce a vast expansion from merchants’
official stores such as Chrome Web Store, Firefox
Expansions, and Safari Expansion Exhibition conjointly
from third-party websites. Chrome takes after a security
assurance engineering to decrease the vulnerabilities and
noxiousness in expansions to a certain degree [2]. Security
engineers anticipate that the Chrome extensions will be
devoid of extreme eagerness and that all attacks will come
from malicious websites, including malicious javascript
codes. If a user does not consistently install extensions
from the official Chrome Web Store instead of a variety of
third-party extensions, malware is likely to carry out
harmful operations within the browser. The same
claimcomes from the Firefox, Safari, and Web Pioneer

browser destinations. We propose a solution based on
tracking the various ex- tension development API requests
made by possibly harmful extensions. In order to identify
harmful extensions with greater intelligence, we created
the Smart Extension Malware Detector (SEMD), which
uses several machine learning (ML) classifiers. Extensions
were gathered from various extension web stores and
third-party websites, and Extension Development API
calls and related permissions were extracted from those
Extensions. In a subsequent section of this study, we
discuss our methodology, experimental strategies, and
findings in depth. The primary objective was to use
ensemble learning over the four involved ML models to
reliably and rapidly detect malware. The following is a list
of this paper’s main contributions: By leveraging
ensemble learning techniques and extension development
APl calls and permissions, we provided a practical
approach for detecting browser malware. Our SEMD
model outperformed peer models while lowering the
complexity of the detection procedure, according to
experimental data.

Il. MOTIVATION AND RELATED WORKS

Malware is any harmful program used to disrupt a user’s
activities, steal sensitive data, or gain access to a system.
Its adverse intention goes against the computer user’s
needs. These are made to get into computer systems and
network resources, mess up how computers work, and
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steal personal information without the owner’s permission.
They threaten internet access, user data privacy attacks
[3], and host security [4, 5].

A. Different Types of Malwares

With numerous types of malicious software and many
harmful computer programs within each type, categorizing
and recognizing each piece of malware precisely from
other programs is crucial. It will be helpful to
comprehensively understand how these various types of
threats differ and operate if we categorize them.

* Virus - A computer virus is a small software designed to
affect the operation of a computer without the user’s
consent or knowledge. It can make copies of itself and run
them, and it can put its code in the way of another program
[6].

 Worms - Worms are pieces of software that infect
computers by taking advantage of security flaws in
operating systems [7]. Hostile attackers might use them to
launch distributed denial-of-service (DDoS) assaults, steal
sensitive data, and conduct ransomware campaigns [8].

e Trojan Horse - Trojans is software that, using a
remotecontrol interface, controls the other computer in full
compliance with a specified program [9]. Once
downloaded by unwary users, Trojan horses can establish
negative control of the victim’s machine [8].

» Spyware and keylogger - Spyware is software that
monitors the activities of computer users without their
knowledge or permission [10]. It includes passwords, Card
PINs, payment details, and unstructured communications.
Spyware that observes user behavior is referred to as a
keylogger [11].

» Adware - Adware tracks the surfing habits of the user to
determine which adverts to show and what content to
display. Adware is similar to spyware, but unlike spyware,
it does not download software on a user’s computer [12].

» Ransomware - Ransomware prevents a target from
accessing its data until a ransom is paid [13].

* Fileless Malware - An attack known as fileless malware
takes advantage of software pre-installed on mobile de-
vices and turns it into a destructive tool for cyber-thieves
to use against mobile devices [14, 15].

* Bots/Botnets - A software application that, when given
instructions, carries out automatic tasks is known as a
bot[8, 16].

B. Browser Extension Behavior

In this subsection, we will discuss the evolution of
browsers and their extensions. Our primary area of
attention is the backdrop of the Chrome and Firefox
browsers and their extensions.

1) Chrome Browser and extensions: Chrome
implements a multi-process architectural style consisting
of a single browser process running in privileged mode
[17]. A typical Chrome extension contains content scripts
and an extension core. A content script written in
JavaScript may be injected into a web page upon page
load. The script is then executed within the render process
area to access the DOM tree.

2) Firefox browser and extensions: Mozilla Firefox
exten- sions are written in XUL (XML User Interface
Language) and use JavaScript and CSS to provide

functionality and appearance [18]. Extensions can change
the browser’s user interface, access the DOM of web
pages, and transport data across networks.

C. Extension Source Code

The web store distributes extensions in the form of CRX
files, which are ZIP archives with a specific and unique
header. All extension files, including the extension’s
source code (JavaScript/HTML/CSS), local images, and
manifest.json are included within the CRX archive file [8].
The manifest.json file is a JSON-formatted metadata
record that contains the extension’s name, version,
description, and permissions. The two most common
forms of extension scripts are content script and
background script [19].

» Cross-Site Scripting - Cross-site scripting (XSS) attacks
are caused by direct interaction with untrusted online
content. For instance, an attacker may be able to inject a
script into an extension that utilizes eval or document.
Write without sanitizing the input [5]. In a recent case, a
popular RSS aggregation add-on assessed data from an
arbitrary website’s jdescription;, element without doing
the necessary sanitization [20].

» Replacing Native APIs - By replacing regular DOM
APIs with methods of its specification, a malicious web
page might mislead (and eventually compromise) a
browser extension. These fraudulent ways may seemingly
imitate native techniques and deceive an extension into
committing an offense. Firefox automatically encapsulates
references to untrusted data with an XPC Native Wrapper
to avoid these attacks [20].

manifest.json X

"update_url": "https://clients2.google.com/service/update2/crx",

"background": {
"scripts": ["spoofer.js", "background.js"]
’
"browser_action": {
"default_title! hrome UA Spoofer",
"default_icon" oofer.png",
"default_popup": "popup.html"
},
"icons": {
: "spoofer-128.png",
o "spoofer-16.png",
"32": "spoofer-32.png"
1
"permissions" : [
"'storage",
"unlimitedStorage",
"tabs",
"webRequest",
"webRequestBlocking",
"http://spoofer-extension.appspot.com/",
"https://spoofer-extension.appspot.com/",
"<all_urls>"
1,
WED_dllESSLuLle_resources & L
"jquery.js"

’
"storage": {
"managed_schema": "schema.json"

Figure 1 - A manifest that displays the API permission for a url.

 JavaScript Capability Leaks - JavaScript capability
leaks [21] are an additional means of exploiting
extensions. If an extension compromises one of its internal
objects to a malicious web page, the attacker can
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frequently access additional JavaScript objects, including
complex extension APIs [20].
D. Installation and permission of Extension
The Chrome Web Store is the official portal for users to
discover and install Chrome extensions [22]. Developers
develop extensions and publish them to the web store for
customers to download, similar to iOS and Android app
stores. Additionally, extension authors may push out
patches and updates without end-user interaction [22].
Chrome requires extensions to specify the permissions
required to use the various extension APl components. For
example, Figure 1 demonstrates a manifest file section re-
questing access to the webRequest and cookies APIs [22].
The webRequest permission enables the extension to view
and analyze traffic and intercept, halt, or change in-flight
requests by registering HTTP callbacks [22]. The cookies
API lets extensions obtain, modify, and monitor cookie
modifications. Extension API permissions work with
optional host permissions to restrict API access to defined
URLs [22].

Collected Extensions

¥

Extracted Extensions

Merge and
Vectorizations

Training Vectors

'

SEMD Model

! !

Malware Benign

Figure 2 - Work flow of Smart Extension Malware Detector.

I11. OUR METHODOLOGY

Due to many challenges in detecting browser extension
mal- ware, we proposed an intelligent extension malware
detector (SEMD) that can detect malware, utilizing
machine learning models and a smart combination of
permission and API-based mechanism. Figure 2 shows the
workflow structure of the SEMD model. Browser
extension files were collected using the data collector

module. The Data Vectorization module is used to analyze
collected extension files following below

1. Extract all collected extension

2. Merge essential data

3. Data vectorization

4. Prepare training vectors

In our SEMD model, various ML classifiers that will be
employed to create vector datasets for training the APIs
and permissions are needed. Based on experience, vectors
in any acquired training data set are classified as malicious
or benign. As shown in figure 2, the following subsections
detail the overall process step-by-step.

A. Data Collection

The Extensions are gathered in this phase from various
web stores and third-party websites, and the data will be
utilized to train ML models. This information is gathered
from malware-infected third-party websites during various
periods. In order to enable a quick and accurate SEMD,
we combined four well-known dataset sources of
extensions into a colossally big dataset. Additionally, well-
known datasets will allow a fairer comparison of
comparable peer work in literature [23]. From the figure 3,
First Extension Downloader will the extension file and
wait for the completed status. The downloaded file is sent
to the JSON parser module to parse the Manifest.json and
API file and make a data file.

B. Data Processing and Vectorization

Two sub-phases make up the preparation for training our
model. The data file after vectorization is shown in figure
1.

» Raw Data Extraction - We create a file parser tool to
extract the permission list and extension development API
list. We grabbed the manifest file for the permission list
and passed it into a parser to acquire the permissions used.
» Vectorization - By using binary one-hot encoding, the
vectorization procedure is carried out (BOH). Each
Chrome extension file has 65 permission fields, and if the
API or related permission key is present in the JSON file,
the vector’s value is set to 1 otherwise. The table was
vectorized and now resembles table 1. The 50K extensions
were shown here; however, there were 12 extensions.

C. ML Classifier Effectiveness Usage

With the anticipation of varying performance levels,
SEMD employs the aforementioned ML classification
models of Random Forest (RF), Support Vector Machine
(SVM), Decision Tree (DT), and Logistic Regression (LR)
[23, 24]. Large data sets are used in modeling, which
slows down the training process but yields substantially
greater accuracy than small data sets. Due to the frequent
application of SEMD as opposed to its single training
phase, accuracy is more crucial than training speed [23,
24]. Here, we demonstrate how well these four ML
classifiers performed regarding training and test data
correctness. The Decision Tree (DT) has the highest
accuracy among these four ML classifiers. The accuracy
of the Training and Test data for the four classifiers is
shown in table 2.

» Random Forest (RF) - Random forests (RF) are indeed
a mixture of decision trees in which each tree is reliant on
the values of a randomly generated vector selected
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separately and with the same distribution for all trees in
the forest [25]. Both classification and regression tasks
may be performed with RF.

 Decision Tree (DT) - A decision tree topology is a
special tree structure that resembles a flowchart and is
made up of three main components: decision nodes that
represent characteristics, edges or branches that represent
the many potential values of those attributes, and decision
trees [26]. In DT, data is continually divided according to
a particular attribute.

* Support Vector Machine (SVM) - Support Vector Ma-
chines (SVM) is a reliable and quick classification method
that performs better with sparse data than com- peting
methods[27]. SVM performs classification and regression
analyses on data.

e Logistic Regression (LR) - In contrast to linear
regression models, which make very similar assumptions
about the connection between the dependent and
independent variables, logistic regression is conceived of
as a specific example of a generalized linear model [28]. It
is the approach of choice for issues involving binary
categorization.

IV. EXPERIMENT RESULTS

The experimental result is mainly divided into three
subcategories. These are given below.

A. Permission uses by extensions

The browser extensions run in the web browser and
require permission to read or change on web pages where
users visit. The chrome browser has 65 types of
permissions and three categories. Extensions can request
three types of permissions, and they can be indicated using
the corresponding keys in the manifest [29]:

» Elements from such a set of recognized strings are
included in privileges (such as “geolocation™)[29].

e Typical permissions are similar to compulsory
permissions however; optional privileges are provided by
the ex- tension’s wuser during runtime instead of
beforehand [29].

* One or more match patterns that provide access to one or
more hosts are contained in host permissions [29].

From these 65 permissions, the figure 5 shows which
permissions is used by the extension. Figure 5 also explain
which permission is used more and which is less.

Start procedure

Extension downloader

!

Download Successful Extension downloader cleanup

Json Parser

]

Parsing Successful Json Parser cleanup

Data File generator

Data File

End procedure

Figure 3 - Data Collection procedure

Name Permissions

actiy con| stord webl tab/t{ bacl coo|all_y notif gcm| alari unlij wel idel web| deg idle| tap{idel tts |dec]| hist|bogtop§ URL
Fantasy Targets of o] 1 1 of of o of of of of o of of of of o] of of of of of o] of 1
Giving Assistant
Button of o] 1 1 11 0| 0| oOf o| of of o of of Oo| of Of of o] o] O] Of Of O 1
Good Quotes of ol of of of of of of of Of of o of of of of of of of of O] Of Of O
Free Email Signature
Generator by
cloudHQ of o] 1 of of 1 o| ol of of of o|f of of of of of of of of of of o] oOf 1
Baseliner 1 0o 1 ol of o| of o o O O of of] of o of of of o] of ol Oof Oof of 1
__MSG_extension_na
me__ 1 1 1 1 1 1 1 0 0 0ol 0| Of of O 0| 0f 0| Oof of Oof O Oof O] O] O
Boomerang Calendar 0| 0] O 0ol Of O 0l 0] 0O O 0 0o 0f 0] O 0| 0| of 1
Hypothesis - Web &
PDF Annotation of o] 1 0 11 0| O 1 of of ol o| of of of of of of of of of] Oof of of O
MySmartPric 0l O 1 0 1 of 1 1 1 1 0] O 0| 0| O] o of] of Oof 0| Oo| O 1
Note Anywhere of ol of O 11 0| 0| oOf o| of of o of of o| of Oof of of o] O] Of Of O 1
Mindful Browsing 0l O 1 0 of 0| O 0 0 of 0| 1f of O 0| 0f 0| Of of 0o O Of O] O 1
Polar Tab of o/ of of of of of of of of of o of of of of of of of of of Oof of of O

Tablel — Vectorization table for the 12 extensions with respect to their uses mission.
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The most used permission is storage permission. Among
50K extensions, 34.5Kextensions were using storage
permissions.

B. Permission Over Used by the Extensions

When installed extensions use extra permission, a warning
may appear that the extensions access the user’s sensitive
data. The warning indicates that the app has the potential
to be hazardous. Accept the warning to give the app or
plugin the right toaccess the user’s details, or decline to do
so[30]. The extensions could ask for authorization, and
they might pose risks such,

» High Alert - When an application or plugin asks per-
mission to view all data on your computer and the
websites you visit, it signifies that it can access just about
everything. That may be private files or your camera,
either within or outside of your browser [30].

» Medium Alert - These warnings could ask for access to
your data across all the websites you visit, granting you
the ability to read, request, or edit information from each
page you see (bank account, Facebook). Your information
on a list of websites allows for reading, requesting, or
editing information on webpages you visit on the list of
selected websites [30].

* Low Alert - This asks to see the list of installed
programs, add-ons, and themes: The app or extension may
start programs, extensions, and themes that you’ve
installed and activate, disable and remove them. your
saved pages Your bookmarks may be read, modified,
added to, and organized by the apps or plugin [30].

In the figure 6 near about 1 percent extension overuse their
permission.
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Figure 5 — No of plugins vs permission uses

C. ML classifier accuracy

The accuracy of the classifier is defined as the measure of
the number of correct decisions made by the total number
of test examples. If you are functioning on a classification
task, the best accuracy score is 100 percent; alternatively,
the greatest accuracy score for a regression problem is 0.0
error. Calculating accuracy is as simple as dividing the
number of correct forecasts by the overall number of
guesses. Accuracy can be improved by adding more data,
algorithmic tuning, modifying hyperparameters, etc. In the
table 2 we use four ML classifier, these are RF, DT, SVM
and LR. The classifier is good if the RF classifier accuracy
is more than 92.49 in both training and test data. Our
experimental results show that the training data accuracy

is 98.67 percent and the test data accuracy is 98.23
percent. The accuracy of DT is 67.53 percent then is
considered good, and its accuracy can be improved by
tuning its hyperparameter. In our experiment, the training
accuracy of DT is 98.87 percent, and the test data accuracy
is 98.68 percent. For the SVM, if the accuracy is 96.49
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Figure 6 - Permission over use vs normal use

ML Classifier Train Accuracy(%) Test Accuracy(%)

Random Forest(RF) 98.67 98.23
Decision Tree(DT) 98.87 98.68
Support Vector Machine(SVM) 95.70 95.11
Logistic Regression(LR) 96.72 96.34

Table2 - Machine learning classifier accuracy

percent, it can be considered good. In our experiment, the
SVM training data accuracy is 95.70 percent, and the test
data accuracy is 95.11 percent. Like the above tree
classifier LR, training data accuracy is 96.72 percent, and
test data accuracy is 96.34 percent.

From the table 2 we can conclude that the more accurate
ML classifier for my experiment is DT and the least
accurate classifier is SVM for both training and test data.

V. CONCLUSION

In this study, new machine learning (ML) models were
used to enhance the detection of browser extension
malware in massive datasets. The new approach is more
effective at detecting additional malware types. SEMD
successfully separates malicious from benign extensions
gathered from various extension web stores and third-party
websites. In future work, we will plan to work for an
extensive dataset like 10 million extensions. We will add a
relational call between API call and permission. In the
current procedure, we add four ML classifiers, and in the
future, we want to add two more classifiers called Liner
Discrimination Analysis (LDA) and K- Nearest Neighbor
(KNN). We will also modify the classifiers
hyperparameter for better experimental results.
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