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-------------------------------------------------------------------ABSTRACT---------------------------------------------------------------  

Nowadays, sensor networks are one of the hottest scientific issues. A lot of research has been done to improve their 

efficiency. Wireless Sensor Networks (WSN) are applied as an important and efficient technology in many 

industries such as military operations, security systems, intelligent transportation systems, medics, agriculture, 

and many others. Key agreement is a challenging point in the security of these networks. Sensor nodes connect to 

each other using cryptography techniques, however, use of the classic key management techniques such as key 

distribution center is inefficient because of resource-constrained nature of the sensor nodes. This paper proposes a 

hierarchical multiple key agreement scheme. In the proposed scheme, two nodes can produce multiple session 

keys, just with only one run of the key agreement protocol by two nodes in the hierarchical system. As well as its 

efficiency, this new scheme is based on identity and non-interactive protocol. Being zero-knowledge proof is 

another advantage of the scheme. 
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I. INTRODUCTION 

Miniaturization and development of computational 

instru-ments in wireless network, makes a new type of 

computer network like WSN [1]. Developments in 

electronics and wire-less communications allow cheaper 

multi-purpose sensors with low energy consumption. The 

small sensor nodes equipped with short-range radio 

communication, sensing, and data processing, which run 

on battery [2, 3]. Today, the WSNs are used in traffic 

monitoring, pipeline monitoring, landslide diagnosis, 

methane leak detection, border patrol, precision 

agriculture, health care and rehabilitation applications, 

education, asset tracking, real-time monitoring of football 

(real-time soccer playing monitoring), fire control, water 

quality monitoring, martial applications, tracking military 

targets, penetration de-tection, authentication, household 

automation and trade industries [1, 4, 5]. Hierarchical 

networks have many advantages than the flat networks, 

including more system power, less system latency, and 

more system saving [4, 6]. The hierarchal sensor networks 

consist of multiple levels including sensor nodes, cluster 

head nodes, key distribution center node. 

 

Security services like authentication and key management 

are vital for a secure connection between the nodes in 

adver-sarial environments. One of the most essential 

security services is producing a pairwise key which 

enables the sensor nodes to connect each other’s using 

cryptography techniques [7]. How-ever, classic pairwise 

key production techniques like public key cryptography 

and key distribution center are not applicable because of 

resource limitations in sensor nodes [1, 8]. 

 

Gennaro et al. proposed an efficient and non-interactive 

hi-erarchical key agreement protocol which is suitable for 

mobile ad-hoc networks [9]. Their protocol is a pairing-

based cryptography. Gennaro et al.’s proposed protocol is 

not applicable to all type of the WSNs because of its 

special design. Then, Kim introduced two non-interactive 

hierarchal key agreement protocols for the WSNs named 

Naïve Hierarchical Key Agreement Protocol (HKAP) and 

Privacy HKAP which both were revised version of 

Gennaro et al.’s scheme [7]. Kim’s protocol did not 

support the freshness of the established session key, while 

a key agreement protocol must support this feature. In 

order to solve this problem, Lee and Kim provided two 

protocols. The first one is a naïve HKAP supporting 

features such as non-interactive, hierarchal, flexible and 

freshness of the established session keys. The second 

scheme is the privacy HKAP which its implementation is 
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based on naïve HKAP and it supports freshness of the 

established session key and anonymity. 

 

Both protocols run in two phases: 1) Hierarchal key set-

tlement phase and 2) session key agreement and secure 

com-munication phase. The former is for system 

regulation and the latter is for making a secure 

communication channel after session key agreement 

between every two nodes in the WSN. These two new 

protocols support security, power and freshness of session 

key in the hierarchal WSN [8]. Key management is a core 

mechanism to make sure that network services and utilities 

in WSNs are secure. The goal of key management in 

WSNs is solving the problems of creating, distributing, 

and maintaining the private keys [10]. In this paper, we 

propose a hierarchal multiple key agreement protocol. Key 

agreement schemes are one of the important issues in 

cryptography and they are used for producing a secret 

common key between two parts of an insecure network. 

Since multiple key agreement schemes can agree on more 

keys compared with single-key agreement schemes, then 

they are more efficient. Chaturvedi et al. [14] proposed a 

new key agreement protocol. They said that when we talk 

about modern efficient computers, the vulnerability of 

existing key agreement schemes increases further, so they 

proposed a key agreement protocol that works in a non-

revolving group. The preliminaries go on in section 2. Lee 

and Kim’s hierarchal key agreement protocol is reviewed 

in section 3. Section 4 presents the paper’s suggested 

protocol. Computational complexity of the protocol is 

covered in section 5. Finally, section 6 deals with the 

security analysis of the protocol. 

 

II. PRELIMINARIES 

Like other identity-based key agreement identification 

protocols mentioned in [12-13], Lee’s naïve HKAP needs 

a private key producer which includes 2 phases: key 

management, session key agreement and secure 

communication phase. 

 

Let  𝑘 be the security parameter, 𝐺 and 𝐺𝑇 be two cyclic 

group of the order 𝑞 and  𝑒 : 𝐺 ∗ 𝐺 → 𝐺𝑇 be a bilinear 

pairing. Using 𝐺∗ Kim marks the set of non-identity 𝐺 

parameters.  

 

Kim also assumes that the public keys (IDs or identities) 

which are in the depth of L are vectors of (𝐺∗)𝐿 elements 

and the 𝑗-th element equals j’s level identity. This system, 

then develops structures of public keys over {0,1}* by 

hashing each element of 𝐼𝑗 using hash function resistant 

against clash 𝐻: {0,1}∗ → 𝐺. Abbreviations used in this 

protocol are in table 1.  

 

 

 

 

 

 

 

 

Table 1. Notations 

Description  Notations 

Cluster head 𝒊 𝑪𝑯𝒊  

Member node j in the cluster head 𝒊  𝑪𝑴𝒊𝒋 

Entity i’s identifier  𝑰𝑫𝒊  

Amplified identity of 𝑰𝑫𝒊 𝑸𝒊 

Private key set of sinks, 𝑺𝒊 ∈ 𝒁𝒒∗  (𝑺𝟏, 𝑺𝟐, 𝑺𝟑) 

Session key established between two entities  𝒔𝒌 

Random number generated by 𝑪𝑴𝒊𝒋 𝑹𝟏 

Cyclic groups of prime order q  𝑮, 𝑮𝑻  

Denote a generator of 𝑮  𝑷 

bilinear map 𝑮 ×  𝑮 →  𝑮𝑻  ê  

One way hash function 𝒉 ∶  {𝟎, 𝟏} ∗ → 𝑮∗  𝑯, 𝑯𝟏  

Multiplication  . 
Concatenation  || 
Temporary private keys generated by 𝑪𝑴𝒊𝒋 and 𝑪𝑴𝒌𝒍  

𝐚, 𝐛 

 

III. LEE AND KIM’S HIERARCHAL KEY 

AGREEMENT PROTOCOL WITH FRESH KEY 
The key agreement protocol between the participants must 

guarantee that every shared session key is fresh and will 

not be used again by one of the participants. Also, it means 

that the key used in a cryptographic sharing must not be 

used in another sharing. Therefore, it is necessary that the 

session key be changed continuously, as it may be at risk 

before use or at operation phases. 

 

By Kim’s naïve HKAP, in each section, the sk between 

every two entities will be computed which depends on 

both the private key and their multiple identities. In 

contrast for the session, this sk depends on a random 

value. Hence the naïve HKAP does not support the 

freshness of the session key. Lack of support for freshness 

means that generated keys in different sessions are always 

the same which can provide the intruder useful 

information. 

 

Lee and Kim proposed two hierarchal key agreement 

protocols with freshness: naïve HKAP FP and private 

HKAP FP. Both of them run in two phases: 1) hierarchal 

key management phase, and 2) key agreement and secure 

communication phase. The first phase is for system 

regulation like the same phase in Kim’s protocol and the 

second phase is for making a connection through a secure 

channel after setting a fresh key between every two nodes 

in hierarchal WSN. 

A. The Naïve HKAP-FP: 

In order to produce a common key between two nodes in 

WSN, some secret keys must be produced beforehand. 

The goal of the key management phase is producing the 

required secure keys before their development. In fact, in 

WSNs, the nodes are met before development. This is a 

major difference between the WSN environments and 

mobile network environments. 

a) The Hierarchal key management phase: This phase 

allows each node to have a pair of keys for public key 

cryptography; one public key and one private key. 



Int. J. Advanced Networking and Applications   

Volume: 14 Issue: 03 Pages: 5493-5498(2022) ISSN: 0975-0290 

5495 

The Sink node plays the role of PKG. It is assumed 

that the Sink node is stronger than other nodes, cluster 

heads are superior over sensor nodes but they are 

inferior to the Sink nodes. The sensor nodes have less 

rights compared with other nodes. The nodes’ roles 

are defined before this phase. To manage the keys this 

protocol follows these steps:  

 

Step1: Sink with 𝐼𝐷𝑆 produces the set of private keys (𝑆1, 𝑆2, 𝑆3) for WSN and computes 𝐼𝐷𝑆. 𝑆1  . Then saves the 

data in the memory and sends {(𝐼𝐷𝑆. 𝑆1,  𝑆2,  𝑆3), 𝐼𝐷𝑆} for 

the cluster heads.  

 

Step 2: When the cluster head with  𝐼𝐷𝐶𝐻𝑖  receives the 

message, computes 𝐼𝐷𝐶𝐻𝑖 . 𝑆2  and saves this data in the 

memory and sends {(𝐼𝐷𝑆 . 𝑆1, 𝐼𝐷𝐶𝐻𝑖 . 𝑆2, 𝑆3), 𝐼𝐷𝑆, 𝐼𝐷𝐶𝐻𝑖} to 

its subset nodes.  

 

Step 3: When the sensor node with  𝐼𝐷𝐶𝑀𝑖𝑗 receives the 

message, computes 𝐼𝐷𝐶𝑀𝑖𝑗 . 𝑆3 and saves in its memory.  

b) The Key Agreement and Secure Connection Phase: 

The aim of this phase is making a secure channel 

between each two nodes by producing a fresh session 

key. In order to generate a session key these steps 

must be taken:  

 

Step 1: 𝐶𝑀𝑖𝑗 with the private key set (𝐼𝐷𝑆 . 𝑆1, 𝐼𝐷𝐶𝐻𝑖 . 𝑆2, 𝐼𝐷𝐶𝑀𝑖𝑗 . 𝑆3) chooses a random value for 𝑟1 and computes 𝑅1 = 𝑟1. 𝐼𝐷𝐶𝑀𝑖𝑗 .and generates the 𝑠𝑘 =𝑒(𝐼𝐷𝑆 . 𝑆1, 𝐼𝐷𝑆′). 𝑒(𝐼𝐷𝐶𝐻𝑖 . 𝑆1, 𝐼𝐷𝐶𝐻𝑘′ ). 𝑒(𝐼𝐷𝐶𝑀𝑖𝑗 . 𝑆3, 𝐼𝐷𝐶𝑀𝑘𝑙′ )𝑟1  

key using the set of 𝐼𝐷 corresponding with the counterpart 

node 𝐶𝑀𝑘𝑙 which is represented as {𝐼𝐷𝑆′ , 𝐼𝐷𝐶𝐻𝑘′ , 𝐼𝐷𝐶𝑀𝑘𝑙′ } 
then computes 𝑀𝐴𝐶1 = ℎ(𝑠𝑘, 𝑅1) and sends {𝑅1, 𝑀𝐴𝐶1} to 𝐶𝑀𝑘𝑙 . 
Step 2: When 𝐶𝑀𝑘𝑙 receives the message, with the private 

key set (𝐼𝐷𝑆 . 𝑆1, 𝐼𝐷𝐶𝐻𝑘 . 𝑆2, 𝐼𝐷𝐶𝑀𝑘𝑙 . 𝑆3) and using the ID set 

corresponding with the facing node computes this fresh 

session key: 𝑠𝑘 =𝑒(𝐼𝐷𝑆 . 𝑆1, 𝐼𝐷𝑆′). 𝑒(𝐼𝐷𝐶𝐻𝑘 . 𝑆1, 𝐼𝐷𝐶𝐻𝑖′ ). 𝑒(𝐼𝐷𝐶𝑀𝑘𝑙 . 𝑆3, 𝑅1.  𝐶𝑀𝑖𝑗   and   𝐶𝑀𝑘𝑙 can produce similar fresh session keys 

because  𝑠𝑘 = 𝑒(𝐼𝐷𝑆 . 𝑆1, 𝐼𝐷𝑆). 𝑒(𝐼𝐷𝐶𝐻𝑖 . 𝑆2, 𝐼𝐷𝐶𝐻𝑘). 𝑒(𝐼𝐷𝐶𝑀𝑖𝑗 . 𝑆3, 𝐼𝐷𝐶𝑀𝑘𝑙)𝑟1= 𝑒(𝐼𝐷𝑆 . 𝑆1, 𝐼𝐷𝑆). 𝑒(𝐼𝐷𝐶𝐻𝑖 . 𝑆2, 𝐼𝐷𝐶𝐻𝑘). 𝑒(𝐼𝐷𝐶𝑀𝑖𝑗 . 𝑆3, 𝑅1) =  𝑒(𝐼𝐷𝑆 , 𝐼𝐷𝑆)𝑆1 . 𝑒(𝐼𝐷𝐶𝐻𝑘 , 𝐼𝐷𝐶𝐻𝑖)𝑆2 . 𝑒(𝐼𝐷𝐶𝑀𝑘𝑙 , 𝐼𝐷𝐶𝑀𝑖𝑗)𝑆3𝑟1 = 
  𝑒(𝐼𝐷𝑆 , 𝐼𝐷𝑆)𝑆1 . 𝑒(𝐼𝐷𝐶𝐻𝑖 , 𝐼𝐷𝐶𝐻𝑘)𝑆2 . 𝑒(𝐼𝐷𝐶𝑀𝑖𝑗 , 𝐼𝐷𝐶𝑀𝑘𝑙)𝑆3𝑟1  𝐶𝑀𝑘𝑙  trusts the generated session key only if the 

comparison of 𝑀𝐴𝐶1 with ℎ(𝑠𝑘, 𝑅1) has been proved  

valid.  

Step 3: 𝐶𝑀𝑘𝑙 sends the encrypted data package with this 

message 𝑀𝐴𝐶2 = ℎ(𝑠𝑘||𝑡ℎ𝑒 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑑𝑎𝑡𝑎 𝑝𝑎𝑐𝑘𝑒𝑡) to 

the facing node 𝐶𝑀𝑖𝑗 which has been encrypted by the 

agreed on session key 𝑆𝐾.  

Step 4: When the message is received, 𝐶𝑀𝑖𝑗 checks the 

validity of 𝑀𝐴𝐶2 with the agreed on session key 𝑆𝑘, only 

if this checks the validity proved successful, 𝐶𝑀𝑖𝑗 accepts 

the message from 𝐶𝑀𝑘𝑙 which means the encrypted 

message has been successfully transmitted through the 

channel secured with the Sk.  

B. 2-3- The Private HKAP_FP: 

In order to support the private issue, Lee et al. represented 

a private HKAP_FP based on the naïve model which 

supports the privacy using the nodes’ corresponding 𝐼𝐷𝑆 

not their real   𝐼𝐷𝑆.  

a) The Hierarchal Key Agreement Phases: The steps 

and suppositions of this phase are identical with those 

of Kim’s Private HKAP figure 1 shows the Hierarchal 

key management phase for the private HKAP_FP to 

manage the keys these actions must the done in  this 

phase 

Step 1: Sink with identities 𝐼𝐷𝑆 generates a set of private 

keys as (𝑆1, 𝑆2, 𝑆3) for the WSN and computes the value of 𝑄𝑆 = ℎ(𝐼𝐷𝑆) and 𝑄𝑆. 𝑆1 while ℎ() is a one-way hash 

function. Then Sink saves these data in its memory and 

sends {(QS. S1,  S2 ,  S3),  QS} to head clusters.  

Step 2: When the cluster head with identities 𝐼𝐷𝐶𝐻𝑖  
receives the message, it computes the value of 𝑄𝐶𝐻𝑖 =ℎ(𝐼𝐷𝐶𝐻𝑖) and 𝑄𝐶𝐻𝑖 . 𝑆2 and then saves the data to its 

memory and sends {(𝑄𝑆. 𝑆1, 𝑄𝐶𝐻𝑖 . 𝑆2, 𝑆3), 𝑄𝑆 , 𝑄𝐶𝐻𝑖} to the 

nods that are members of its cluster.  

Step 3: When the sensor nod with the identity 𝐼𝐷𝐶𝑀𝑖𝑗  

receiving the message, it computes the value of 𝑄𝐶𝑀𝑖𝑗 =ℎ(𝐼𝐷𝐶𝑀𝑖𝑗) and 𝑄𝐶𝑀𝑖𝑗 . 𝑆3 and then saves these data {(𝑄𝑆. 𝑆1, 𝑄𝐶𝐻𝑖 . 𝑆2, 𝑄𝐶𝑀𝑖𝑗𝑆3), 𝑄𝑆 , 𝑄𝐶𝐻𝑖 , 𝑄𝐶𝑀𝑖𝑗} to its memory. 

b) The Session Key Agreement and Secure Connection 

Phase: Tis phase acts similar to the naïve model. To 

generate a common fresh key 𝐶𝑀𝑖𝑗 and 𝐶𝑀𝑘𝑙 do the 

following steps: 

Step 1: 𝐶𝑀𝑖𝑗 with the private key set (𝑄𝑆. 𝑆1, 𝑄𝐶𝐻𝑖 . 𝑆2, 𝑄𝐶𝑀𝑖𝑗 . 𝑆3) chooses the random number 𝑟1, 

computes the value of 𝑅1 = 𝑟1. 𝑄𝐶𝑀𝑖𝑗 using the facing 

node’s corresponding 𝐼𝐷 set 𝐶𝑀𝑘𝑙 generates the fresh key 𝑠𝑘 =𝑒(𝑄𝑆. 𝑆1, 𝑄𝑆′). 𝑒(𝑄𝐶𝐻𝑖 . 𝑆2, 𝑄𝐶𝐻𝑘′ ). 𝑒(𝑄𝐶𝑀𝑖𝑗 . 𝑆3, 𝑄𝐶𝑀𝑘𝑙′ )𝑟1  

which is represented as {𝑄𝑆′ , 𝑄𝐶𝐻𝑘′ , 𝑄𝐶𝑀𝑘𝑙′ }, then it 

computes the value of 𝑀𝐴𝐶1 = ℎ(𝑠𝑘, 𝑅1) and sends {𝑅1, 𝑀𝐴𝐶1} to 𝐶𝑀𝑘𝑙. 
Step 2: When 𝐶𝑀𝑖𝑗 receives the message, with the private 

key set (𝑄𝑆 . 𝑆1, 𝑄𝐶𝐻𝑘 . 𝑆2, 𝑄𝐶𝑀𝑘𝑙 . 𝑆3) and using the facing 

nod’s corresponding 𝐼𝐷 set computes 𝑠𝑘 =𝑒(𝐼𝐷𝑆 . 𝑆1, 𝐼𝐷𝑆′). 𝑒(𝐼𝐷𝐶𝐻𝑘 . 𝑆1, 𝐼𝐷𝐶𝐻𝑖′ ). 𝑒(𝐼𝐷𝐶𝑀𝑘𝑙 . 𝑆3, 𝑅1). 𝐶𝑀𝑖𝑗 and 𝐶𝑀𝑘𝑙 can produce identical  fresh session keys 

because  𝑠𝑘 = 𝑒(𝑄𝑆. 𝑆1, 𝑄𝑆). 𝑒(𝑄𝐶𝐻𝑖 . 𝑆2, 𝑄𝐶𝐻𝑘). 𝑒(𝑄𝐶𝑀𝑖𝑗 . 𝑆3, 𝑃𝐶𝑀𝑘𝑙)𝑟1 =  𝑒(𝑄𝑆. 𝑆1, 𝑄𝑆). 𝑒(𝑄𝐶𝐻𝑘 . 𝑆2, 𝑄𝐶𝐻𝑖). 𝑒(𝑄𝐶𝑀𝑘𝑙 . 𝑆3, 𝑅1) =  
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𝑒(𝑄𝑆, 𝑄𝑆)𝑆1 . 𝑒(𝑄𝐶𝐻𝑘  𝑄𝐶𝐻𝑖)𝑆2 . 𝑒(𝑄𝐶𝑀𝑘𝑙 , 𝑄𝐶𝑀𝑖𝑗)𝑆3𝑟1 = 𝑒(𝑄𝑆, 𝑄𝑆)𝑆1 . 𝑒(𝑄𝐶𝐻𝑖  𝑄𝐶𝐻𝑘)𝑆2 . 𝑒(𝑄𝐶𝑀𝑖𝑗 , 𝑄𝐶𝑀𝑘𝑙)𝑆3𝑟1  𝐶𝑀𝑘𝑙 ensures the rectitude of  the fresh session key only if 

proving the comparison of 𝑀𝐴𝐶1 with ℎ(𝑆𝐾, 𝑅1) is 

successfully done.  

Step 3: 𝐶𝑀𝑘𝑙 sends an encrypted data package along with 

the message 𝑀𝐴𝐶2 = ℎ(𝑠𝑘 || 𝑡ℎ𝑒 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑑𝑎𝑡𝑎 𝑝𝑎𝑐𝑘𝑒𝑡) to the 

facing node 𝐶𝑀𝑖𝑗 which is encrypted by the agreed on 

session key  𝑠𝑘.  

Step 4: When the encrypted message is received, 𝐶𝑀𝑖𝑗 

proves the authenticity of 𝑀𝐴𝐶2 using the agreed on fresh 

session key. If this was successful, 𝐶𝑀𝑖𝑗 accepts the 

message from 𝐶𝑀𝑘𝑙 which means the encrypted message 

has been successfully transmitted through the channel 

secured by SK.  

Sink

CH2 
CH1 

CHj 

CM11 CM12 CM1k CM21 CM22 CM2k CMi1 CMi2 CMjk... ... ......

...

(ES�S1, S2, S3) 

(ES�S1, ECH1�S2, S3) 

(ES�S1, ECH1�S2, ECM11�S3) (ES�S1, ECH2�S2, ECM21�S3) (ES�S1, ECHi�S2, ECMi1�S3) 

 

Fig. 1: The Hierarchal Key Management model for the 

private HKAP_FP. 

 

IV. PROPOSED PROTOCOL  
This section present a hierarchal multiple-key 

agreement protocol featuring non-cooperativeness, 

freshness and more security in WSN. This protocol 

runs in two phases: The first one is hierarchal key 

management and the second one is key agreement and 

secure connection. Similar to Lee and Kim, we assume 

it is a hierarchal network and there is a hop between 

sensor nodes and each cluster heads. Also, there are 

some hops between the cluster heads and Sink. Thus, 

in this paper regarding the hierarchal WSN, a 

hierarchal tree with the depth of 3 is assumed. We 

assume the degree of the Sink node is u and the degree 

of cluster head is v. This protocol uses the previous 

schemes to create equally distributed clusters in the 

network. 

In the following, we will generate two common session 

keys instead of only one using multiple-key agreement. 

This will be possible with adding S4 to the private key 

set produced by the Sink.   

The proposed private protocol runs in the two 

following 

phases: 

a) The hierarchal key management phase: Assumptions 

and steps of this phase for the proposed private 

protocol are similar to those ones of Lee and Kim’s 

private HKAP FP Step 1: Sink with 𝐼𝐷𝑆 creates a private 

key set of (𝑆1, 𝑆2, 𝑆3, 𝑆4) for WSN and computer the value 

of 𝑄𝑆 = ℎ(𝐼𝐷𝑆) and 𝑄𝑆 . 𝑆1 in which ℎ( ) is a one-way and 

sends {(𝑄𝑆. 𝑆1,  𝑆2 , 𝑆3, 𝑆4),  𝑄𝑆} to the cluster heads.  

Step 2: The cluster head with the  𝐼𝐷𝐶𝐻𝑖  received the 

message. Then computes the value of  𝑄𝐶𝐻𝑖 = ℎ(𝐼𝐷𝐶𝐻𝑖) 

and 𝑄𝐶𝐻𝑖 . 𝑆2, and saves the data to this memory and sends {(𝑄𝑆. 𝑆1, 𝑄𝐶𝐻𝑖 . 𝑆2, 𝑆3, 𝑆4), 𝑄𝑆 , 𝑄𝐶𝐻𝑖} to the nodes which, 

members of its cluster.  

Step 3: After the sensor node with 𝐼𝐷𝐶𝑀𝑖𝑗  receives the 

message, it computes it value of 𝑄𝐶𝑀𝑖𝑗 = ℎ(𝐼𝐷𝐶𝑀𝑖𝑗) and 𝑄𝐶𝑀𝑖𝑗 . 𝑆3 saves this data {(𝑄𝑆. 𝑆1, 𝑄𝐶𝐻𝑖 . 𝑆2, 𝑄𝐶𝑀𝑖𝑗𝑆3, 𝑆4), 𝑄𝑆, 𝑄𝐶𝐻𝑖 , 𝑄𝐶𝑀𝑖𝑗} to its 

memory.  

b) Key Agreement and secure connection phase: The 

purpose of this stage is creating a secure channel by 

generating fresh keys between each two nods in the WSN. 

To produce common fresh keys 𝐶𝑀𝑖𝑗 and 𝐶𝑀𝑘𝑙 do as 

follows 

Step 1: 𝐶𝑀𝑖𝑗 with the private key set (𝑄𝑆. 𝑆1, 𝑄𝐶𝐻𝑖 . 𝑆2, 𝑄𝐶𝑀𝑖𝑗 . 𝑆3, 𝑆4) chooses the random number 𝑟1 and computes 𝑅1 = 𝑟1. 𝑄𝐶𝑀𝑖𝑗 . Then, using the 

counterpart node corresponding 𝐼𝐷 set creates fresh 

session keys  𝑠𝑘1 = 𝑒(𝑄𝑆. 𝑆1, 𝑄𝑆′). 𝑒(𝑄𝐶𝐻𝑖 . 𝑆2, 𝑄𝐶𝐻𝑘′ ). 𝑒(𝑄𝐶𝑀𝑖𝑗 . 𝑆3, 𝑄𝐶𝑀𝑘𝑙′ )𝑟1  a, 

computes 𝑀𝐴𝐶1 = ℎ(𝑠𝑘1, 𝑠𝑘2, 𝑅1) and sends {𝑅1, 𝑀𝐴𝐶1} 

to 𝐶𝑀𝑘𝑙. 
Step 2: When 𝐶𝑀𝑘𝑙 receives the message, with the private 

key set (𝑄𝑆 . 𝑆1, 𝑄𝐶𝐻𝑘 . 𝑆2, 𝑄𝐶𝑀𝑘𝑙 . 𝑆3, 𝑆4) and using the 

counterpart node corresponding 𝐼𝐷 set computes these 

fresh keys 𝑠𝑘1 = 𝑒(𝑄𝑆. 𝑆1,  𝑄𝑆′). 𝑒(𝑄𝐶𝐻𝑘 . 𝑆2, 𝑄𝐶𝐻𝑖′ ). 𝑒(𝑄𝐶𝑀𝑘𝑙 . 𝑆3, 𝑅1) 𝑠𝑘2 = 𝑒(𝑄𝑆. 𝑆1,  𝑄𝑆′). 𝑒(𝑄𝐶𝐻𝑘 . 𝑆2, 𝑄𝐶𝐻𝑖′ ). 𝑒(𝑄𝐶𝑀𝑘𝑙 . 𝑆3, 𝑆4. 𝑅1) 𝐶𝑀𝑖𝑗 and 𝐶𝑀𝑘𝑙 can produce identical fresh session keys 

because  𝑠𝑘1 = 𝑒(𝑄𝑆. 𝑆1,  𝑄𝑆). 𝑒(𝑄𝐶𝐻𝑖 . 𝑆2, 𝑄𝐶𝐻𝑘). 𝑒(𝑄𝐶𝑀𝑖𝑗 . 𝑆3, 𝑄𝐶𝑀𝑘𝑙)𝑟1 = 𝑒(𝑄𝑆. 𝑆1,  𝑄𝑆). 𝑒(𝑄𝐶𝐻𝑘 . 𝑆2, 𝑄𝐶𝐻𝑖). 𝑒(𝑄𝐶𝑀𝑘𝑙 . 𝑆3, 𝑅1) = 𝑒(𝑄𝑆,  𝑄𝑆)𝑆1 . 𝑒(𝑄𝐶𝐻𝑘 , 𝑄𝐶𝐻𝑖)𝑆2 . 𝑒(𝑄𝐶𝑀𝑘𝑙 , 𝑄𝐶𝑀𝑖𝑗)𝑆3𝑟1 = 𝑒(𝑄𝑆 ,  𝑄𝑆)𝑆1 . 𝑒(𝑄𝐶𝐻𝑖 , 𝑄𝐶𝐻𝑘)𝑆2 . 𝑒(𝑄𝐶𝑀𝑖𝑗 , 𝑄𝐶𝑀𝑘𝑙)𝑆3𝑟1   𝑠𝑘2 = 𝑒(𝑄𝑆. 𝑆1,  𝑄𝑆). 𝑒(𝑄𝐶𝐻𝑖 . 𝑆2, 𝑄𝐶𝐻𝑘). 𝑒(𝑄𝐶𝑀𝑖𝑗 . 𝑆3, 𝑆4. 𝑄𝐶𝑀𝑘𝑙)𝑟1= 𝑒(𝑄𝑆. 𝑆1,  𝑄𝑆). 𝑒(𝑄𝐶𝐻𝑘 . 𝑆2, 𝑄𝐶𝐻𝑖). 𝑒(𝑄𝐶𝑀𝑘𝑙 . 𝑆3, 𝑆4. 𝑅1) = 𝑒(𝑄𝑆,  𝑄𝑆)𝑆1 . 𝑒(𝑄𝐶𝐻𝑘 , 𝑄𝐶𝐻𝑖)𝑆2 . 𝑒(𝑄𝐶𝑀𝑘𝑙 , 𝑄𝐶𝑀𝑖𝑗)𝑆3𝑆4𝑟1 = 𝑒(𝑄𝑆,  𝑄𝑆)𝑆1 . 𝑒(𝑄𝐶𝐻𝑖 , 𝑄𝐶𝐻𝑘)𝑆2 . 𝑒(𝑄𝐶𝑀𝑖𝑗 , 𝑄𝐶𝑀𝑘𝑙)𝑆3𝑆4𝑟1 𝐶𝑀𝑘𝑙 makes sure of the correctness of the fresh session 

key only and only if the check the validity of between 𝑀𝐴𝐶1 and ℎ(𝑠𝑘1, 𝑠𝑘2, 𝑅1) is successful. 

Step 3: 𝐶𝑀𝑘𝑙 sends an encrypted data packet with this 

message 𝑀𝐴𝐶2 =ℎ(𝐼𝐷𝐶𝑀𝑖𝑗|| 𝐼𝐷𝐶𝑀𝑘𝑙|| 𝑠𝑘1|| 𝑠𝑘2|| 𝑡ℎ𝑒 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑑𝑎𝑡𝑎 𝑝𝑎𝑐𝑘𝑒𝑡) 
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to the facing node 𝐶𝑀𝑖𝑗 which is itself encrypted by the 

agreed session keys 𝑠𝑘1 and 𝑠𝑘2. 

Step 4: After receiving the encrypted message, 𝐶𝑀𝑖𝑗 check 

the authenticity of 𝑀𝐴𝐶2 using the agreed on fresh session 

keys. Only if this stage is successful, 𝐶𝑀𝑖𝑗 accepts the 

message from 𝐶𝑀𝑘𝑙 which means the encrypted message 

has been successfully transmitted from the secure channel. 

A. Computational Complexity 

B. Security Analysis  

Bilinear graph plays an important role in significant 

cryptography problems like in Bilinear Diffie-

Hellman (BDH) problem which was presented by 

Boneh and Franklin and explained in [13]. Security of 

our proposed protocol is based on a type of this 

assumption. Assume 𝐺 and 𝐺𝑇 as cyclic groups of the 

order q and 𝑒: 𝐺 × 𝐺 → 𝐺𝑇 is a bilinear graph 

consider these computational assumptions:  

 BDH: for each 𝑎 ∈𝑅  𝑍𝑞∗, 𝑏 and 𝑐 and 

considering the given 𝑎𝑃, 𝑏𝑃 and 𝑐𝑃, computing (𝑃, 𝑃)𝑎𝑏𝑐 is difficult.  

 Decisional Bilinear Diffie-Hellman (DBDH): for 

each 𝑎, 𝑏 𝑎𝑛𝑑 𝑐 ∈𝑅  𝑍𝑞∗, differentiating (𝑎𝑃, 𝑏𝑃, 𝑐𝑃, 𝑒(𝑃, 𝑃)𝑎𝑏𝑐)  and (𝑎𝑃, 𝑏𝑃, 𝑐𝑃, 𝑒(𝑃, 𝑃)𝑟)  is difficulty. 

Theorem 1: The present scheme gives entity anonymity.  

Proof: In this protocol, the anonymity of entity is found by 

the hash function and the BDH problem. The key 

management phase, secure connection and key agreement 

phase are done through each identity’s corresponding 𝐼𝐷 

and hashing its real  𝐼𝐷, Only Sink has access to real  𝐼𝐷𝑆  
of cluster heads and nodes. Even if the intruder finds the 

transmitted messages in the secure connection and key 

agreement phase he can never induce the real  𝐼𝐷𝑆 . 
Theorem 2: The present protocol cannot disclose the 

agreed on session keys.  

Proof: Consider the confidentiality of the private key set. 

The key set is a combination of the corresponding 𝐼𝐷𝑆 with 

the encrypted amount. It means that the intruder must 

know both data to get access to the private key set.  

But even if the intruder hacks Sink, there’s no way for him 

to find the two data. Also, in order to get the session keys, 

the intruder must try to induce 𝑠𝑘1 and 𝑠𝑘2 from each {𝑅1, 𝑀𝐴𝐶1} and {an encrypted data packet, MAC2} the 

encrypted data packet. But there is no way for him to hack 

any entity.  

Theorem 3: The present protocol supports the freshness of 

the session key and as a result can avoid the replay attack.   

Proof: The freshness in the secure connection and key 

agreement phase means it guarantees the freshness of 

the session key. To achieve freshness, we use an r1 with 

MAC1 to generate session keys sk1 and sk2. But because 

of the BDH problem, there’s no possible way for the 

intruder to generate session keys but the intruder has 

no way to generate session keys because of the BDH 

even if he could hack an entity. Therefore, because of 

the freshness of session keys the proposed protocol is 

immune against the replay attack. 

Theorem 4: The proposed scheme is immune against non-

passive intruder.  

Proof: Assume that the intruder is successful only if he can 

get some useful data from the transmitted messages. We 

show that the possibility of his learning them is negligible 

because of the difficulty of the basic cryptography system, 

BDH problem and the DBDH problem.  

1. Completeness of the present key agreement 

scheme has been verified in section 4.  

2. If the enemy is a non-passive intruder, all 

intruders can get access to the corresponding 𝐼𝐷 

set {𝑄𝑆′ , 𝑄𝐶𝐻𝑖𝑗′ , 𝑄𝐶𝑀𝑖𝑗′ } and the forwarded 

message 𝑀𝐴𝐶. But because of the difficulty of 

the basic cryptography sys, BDH problem and the 

DBDH. The probability of getting the 

information relate of the key from them is 

meagre. Finally, the present protocol is immune 

against non-active attacks.  

Theorem 5: The suggested protocol is secure against 

action attacks.  

Proof: Suppose the intruder is successful only if he finds 

the session keys 𝑠𝑘1, 𝑠𝑘2 and the information related to 

the session key {𝑆1, 𝑆2,  𝑆3, 𝑆4}. Now, like the reasons of 

the previous theorem we will show that the possibility of 

success is meagre.  

1. Acceptance by any entity means each 𝑀𝐴𝐶 in 

the corresponding is successfully verified. That is 𝑀𝐴𝐶 has been successfully encrypted and 

verified by the session key. We show that only in 

this case the entities accept the message and 

continue the session. Therefore, the probability of 

the enemy’s changing the transmitted message is 

meagre. The only way to find session keys or 

their related information is solving difficulty of 

the basic cryptography system, the BDH problem 

and DBDH problem.  

2. Now consider the active intruder as follows.  

a) There’s no way for the enemy to get the 

encrypted data {𝑆1, 𝑆2, 𝑆3, 𝑆4} resulted from 

the difficulty of DBH problem.  

b) The intruder cannot cheat each 𝐶𝑀𝑖𝑗 or 𝐶𝐻𝑖 
by forging Sink’s identity. As explained 

above, only the authentic Sink can from a 

legal message which includes an appropriate 

control that needs to be checked by the 

information of 𝐶𝑀𝑖𝑗 and 𝐶𝑀𝑘𝑙. Even if the 

intruder was able to get verified at the stages 

of the protocol, still he still cannot get any 

useful information from the encrypted 

message. That is because of the difficulty of 

the basic cryptography sys, not producing 

authentic and resulting message.  

Finally, can say this protocol is secure against active 

attacks.  
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Theorem 6: The presented protocol has the property of 

zero-knowledge proof. It means that the identifier has been 

successfully identified himself to the verifier without 

disclosing any of his secret data.  

Proof: The 𝐶𝑀𝑘𝑙 has this information {𝑄𝐶𝑀𝑖𝑗 , 𝑄𝐶𝐻𝑖 , 𝑄𝑆 , 𝑅1} 

from the other party. Finding the private value of 𝐶𝑀𝑖𝑗 

that is 𝑟1 from 𝑅1 = 𝑟1. 𝑄𝐶𝑀𝑖𝑗  is impossible because   is 

one-way and the difficulty of the discrete logarithm 

problem. Therefore, this protocol is zero-knowledge proof.  

 

V. CONCLUSION 
The scheme proposed in this article is a hierarchal multiple 

key agreement protocol which is the result of adding the 

minimum value 𝑆4 to these sent at the key management 

phase in Lee et al.’s protocol, two session keys are 

produced has time complexity and less computations 

comparison with Lee et al.’s scheme where for producing 

two session keys the protocol needed to be run twice.  
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