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-------------------------------------------------------------------ABSTRACT--------------------------------------------------------------- 

Health information systems (HIS) generally access, process, or maintain large volumes of sensitive data 

corresponding to the patient, health service provider (HSP), clinicians, and other stakeholders. Hence, ensuring 

health data security is a primary concern to improve patient outcomes, inform research, and influence policy-

making. Many countries across the world practice data protection and privacy preservation laws against 

numerous threats related to health data and its communication between the computer networks. Hence, resolving 

the health information security flaws by designing a potential threat model is always given significant importance. 

The main objective of this study is to emphasize the concerns related to privacy risks and security threats with the 

use of HIS. 
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I. INTRODUCTION 

The proliferation of recent technological advancements 

and exceptional range of mobile technology usage in the 

area of healthcare has already been created excessive 

attention to the demand for health information systems and 

led to the emergence of a new field called mHealth 

(Mobile Health). mHealth is a subset of eHealth 

(Electronic Health) that involves the use of the mobile 

platform is defined as “The medical and public health 

practice carried out with mobile devices, such as mobile 

phones, patient monitoring devices, personal digital 

assistants (PDAs), and other wireless devices” [7]. 

mHealth proposes to deliver healthcare applications 

anytime,   anywhere at low and affordable costs [6]. The 

three key components in mHealth are mobile devices, 

software platforms (providing basic services such as 

networking and database), and mHealth applications 

(apps) [5]. mHealth apps are software applications that can 

be  installed  and run on the hardware platform, to  help 

manage chronic  diseases,  empower the  elderly  and 

expectant mothers,  remind people to take timely 

medication etc. 

 

Healthcare involves privacy issues concerning patients, 

physicians, and primary care providers. The most 

important aim is to secure: 

 Healthcare Information Systems 

 Prevent unauthorized people from accessing 

medical records and confidential information [4]. 

 

Health information exchange (HIE) involves the patient’s 

sensitive health data being exchanged through wireless 

networks and thus addressing the privacy and security 

concerns in the usage of mHealth [31] apps is essential. 

 

It has been reported that more than 500,000 new malware 

variants surface regularly [3] in networked 

interconnectivity at present. Many apps provide extensive 

clauses regarding data collection included in privacy 

policies. Users are presented with options to select their 

willingness to share data but most of them are surprised by 

the amount of data leakage that takes place via their 

phones [1, 2]. Most users are not fully aware of what data 

is being collected and how it is used or reused [8]. 

II. PRIVACY AND SECURITY 

In the IT domain [9, 10, 11, 31] information security and 

data privacy obstruct the adoption or diffusion of 

technology. Privacy are more directed towards the 

appropriateness of technology to safeguard personal 

information. mHealth apps stores communicate personal 

information about users, and this unfamiliarity with the 

app environment develops many app-related privacy 

concerns for consumers. mHealth has empowered users to 

manage their own health creating a shift from the 

physician’s office to mobile apps and storage in the cloud 

[12] which raises many privacy and security concerns 

[13]. According to National Committee on Vital and 

Health Statistics [14], “Health information privacy is an 

individual’s right to control the acquisition, uses, or 

disclosures of his or her identifiable health data. 

Confidentiality refers to the obligations of those who 

receive information to respect the privacy interests of 

those to whom the data relate. Security refers to physical, 

technological, or administrative safeguards or tools used to 

protect identifiable health data from unwarranted access or 

disclosure [14]. The following research questions in the 

Table I have been formulated to turn our focus on the 
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issues interrelated to health data security threats and 

privacy risks: 

TABLE I.  RESEARCH QUESTIONS AND 

METHODOLOGIES 

 Research Question 

(RQ) 
Motivation Methodology 

RQ1. 

What are the general 

privacy and security 

concerns underlying 

the use of mHealth 

apps?  

This question 

allows us to get an 

overview on 

different privacy 

and security issues  

prevalent 

in mHealth apps 

usage and what 

measures can be 

taken to avert them. 

By reviewing 

the previous 

work. 

RQ2. 

what are the 

measures that can be 

used to address 

privacy risks and 

security issues? 

This question 

permits us to study 

the privacy risk and 

security features 

available in the 

mHealth apps. 

By reviewing 

the previous 

work. 

RQ3. 

What to define a HIS 

threat model HIS to 

resolve security 

flaws? 

This question drives 

us to study the 

vulnerable areas of 

system 

infrastructure. 

By 

illustrating a 

designed 

system and 

identifying 

the security 

gaps in 

previous 

work. 

RQ4. 

What kind of 

operation and 

maintenance policy 

TEC service should 

follow to avoid 

cyberattacks on HIS? 

This question 

allowed us to 

comprehend the 

regular IT practices 

that can follow for 

the safe use of 

mHealth app. 

By studying 

the IT risks 

and audit 

trails as 

standard 

policy 

practice 

documentati

on in 

previous 

work. 

 

III. PRIVACY RISKS  
RQ1: In order to address the first research question, 

privacy risks and security facts in mHealth apps have been 

identified with the help of an extensive literature review. 

 

Poor Data Collection and Inappropriate Storage 

Mechanisms: The ubiquitous data collection of mobile 

devices poses serious privacy and security concerns. In 

many cases, this information is used to push notifications 

and provide supervision. A study that analyzed 600 most 

frequently used apps, found that only 183 (30.5%) had 

privacy policies. Two-thirds (66.1%) of privacy policies 

failed to address the app itself [15]. The available privacy 

policies were not transparent to the users in terms of their 

privacy practices, required college-level literacy, and were 

often not focused on the app. Developers fail to inform 

users about how their data is being used or excessively 

demand their data [16].  

 

Disclosure of Information: mHealth apps also pose 

challenges in attaining user consent regarding the data 

while it is being exchanged in many cases [17]. Hence, 

such acts may raise significant security and privacy 

challenges [18]. Moreover, many non-commercial 

mHealth apps initiate data sending, connect to third-party 

advertisers/sites, allow them to store it externally, and use 

unencrypted connections. Some mobile apps use the 

internet connection to track and record a patient’s 

condition or activity in real-time with the help of 

embedded sensors on their phones which can pose a 

security threat. Access to such data discloses detailed 

information about the user’s habits, location, and 

movements which further exaggerates the risks. According 

to a survey conducted on 23 most popular free health apps, 

it was found that 50% send data to third-party advertisers 

and 39% send data to unidentified parties without any data 

encryption of which users have not been informed [19]. 

IV. SECURITY TREATS  

The mHealth apps handle increasingly sensitive data for 

professionals and patients over unsecured Internet 

communications and third-party servers. Collected 

sensitive data can be sniffed, injected or put into system 

logs where it is not secured. In many cases, unencrypted 

files are placed into removable disks that can be accessed 

by any other app. Since, sensitive information can inferred 

using malicious app, its required to protect the internet, 

third-party services, bluetooth, logging, removable disk, 

exported components, and side channels [13] to ensure a 

secure use of the mHealth app. 

 

Data Encryption: Encryption is defined as the form of 

converting text into a format that is difficult to understand 

by an unauthorized user. Without encryption, apps causes 

the risk of exposing data to any unauthorized use or being 

hacked, stolen, or displayed in an inappropriate location. 

This risk is serious if the device has malware or spyware. 

A study shows that only a few paid apps are encrypted out 

of 43 commercial health and fitness apps while the user’s 

data is collected by the apps [23]. 

 

Device Vulnerability: Losing mobile phones or a lack of 

security authentication poses higher privacy and security 

concerns. Research reports that 31% of mobile owners 

have lost their phone or had it stolen, while 12% of mobile 

phone owners inform that another person has accessed 

their phone’s contents in a way that made them feel that 

their privacy had been invaded [22]. 

 

Data Security Breaches: The risk of data breaching is the 

most worrying and impeding aspect of mHealth adoption. 

At present, many doctors can view patients’ records 

without patients' concern which could further lead to 

medical identity theft. Data breaches occur when medical 

records are stored or transmitted from one server to 

another. Hence, practicing encryption techniques can be 

used [20] to avoid this risk.  

 

Additionally, identifying network infrastructure 

vulnerabilities should be in regular security practices in 

HIS.  Following the above task, necessary network 

security practices [32] such as IDS or IPS implementation, 

a virtual private network (VPN), VPN tunnel between end-
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to-end the stakeholders, secure VPN access to the server 

for the remote health officials or devices, etc., should be 

ensured. 

 

However, a patient's clinical data has already been 

extensively acknowledged as significantly critical to the 

widespread adoption of mobile technology in the 

healthcare domain [21]. Therefore, the consequence of a 

data breach becomes very significant.  

Privacy Risks  and 

Security Threats

Security 

Threats
Privacy 

Risks

Poor Data 

Collection 

Process

Inappropriate 

Data Storage

Disclosure of 

Information

No Data 

Encryption

Vulnerability 

of the devices

Data Security 

Breaches

 

Fig. 1. Privacy and Security Threats in mHealth app 

usage 

V. PRIVACY AND SECURITY MEASURES  

RQ2: In order to address second research question, a few 

HIS privacy risks and security measures have been 

illustrated by analyzing some major software requirement 

paradigm, storage data accessibility, data confidentiality 

and system OS vulnerability. 

 

As recommended in various studies, the following Table II 

represents the privacy risks and security threats.  

Additionally, the mentioned measures can be initiated to 

prevent the vulnerabilities. It also may hinder the adoption 

of mHealth apps by users.  

TABLE II.  MEASURES TO AVOID THE PRIVACY RISKS 

AND SECURITY THREATS 

Privacy Risks and Security 

Threats 
Measures to Initiate Methodology 

Data Collection 

Procedure [24] 

User shall be known about the data is 

being collected; 

 

Educate users about the purpose of  the 

collected data; 

 

Provide options to control what data users 

can share. 

Data Storage [13, 25, 26] Apps to store data on a secure server or in 

a cloud;  

 

Store the sensitive information by 

encrypting or authenticating it with a 

username and password. 

Data Transmission [25, 

28] 

Accessing data over an unsecured Wi-Fi 

network or hotspot should firmly be 

prohibited. 

Data Accessibility [27] Multi-factor authentication e.g., password, 

One-time password (OTP) should be 

enabled to access the mHealth apps. 

Data Encryption [24, 26, 

28] 

End-to-end web request/response shall 

encrypt the sensitive data in transit via 

SSL/TLS encryption mechanisms; 

 

Sensitive profile data must follow the most 

Privacy Risks and Security 

Threats 
Measures to Initiate Methodology 

industry-practiced encryption algorithm 

like AEA in 128-bit for both the blocks 

and keys, WPA2 in 128-bit key etc. 

Data Breach [27, 29] Install firewalls/anti-virus for both the 

personal computer (PC) operating system 

(OS) and network IOS to protect against 

virus/malware-based attacks and malicious 

applications. 

VI. THREAT MODEL  

RQ3: To address the third research question, a threat 

model for a mHealth system has been designed that is 

composed of some threat components, and the location of 

each component has been identified for better discovery of 

privacy risks and security threats. 

A. Threat Model Structure 

In this step, threats shall be plotted to the system 

architecture design based on all the information collected 

from the authority [30]. The threat modeling [33] expert 

will find out the security threat components assets, 

security controls and threat agents, and also can identify 

the possible locations for each of them. The application of 

threat modeling with a simplified system structure has 

shown in the Figure 2. 

B. Threat Model Components 

In Figure 2, the threat model structure of the system 

demonstrates the system design with three key 

components: assets, threat agents, and controls, and thus it 

helps find out the possible threat and vulnerabilities. 

However, the threat model also shows the location of each 

component inside the system architecture.  

 

The assets are the data which are needed to be protected 

with the highest security. Security controls are the 

mechanism that must be implemented to ensure reliability. 

Threat agents are external and internal adversaries who 

might propose a threat to the system after deployment. 
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A3.DB Access Credential
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T2. External, Using LAN
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T4. Internal, Administrator 

or Malicious App
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Fig. 2. Threat Model for a Health Information System 
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Assets: As we can see from Figure 2, assets are primarily 

located in the database and data like payment information, 

database access credentials, session id, patient profile etc. 

Assets are marked with light green markers in the 

diagram.  

 

Controls: Controls are located both on the user side and 

server-side of the system. On the user side, possible 

controls are the credential authentication of the users and 

ensuring the use of TLS/SSL that ensures secure 

communication over the internet. Controls are marked 

with light blue markers in the diagram.  

 

Threat Agents: Threat agents are of many types. They 

can be initiated from both external and internal 

environments. The possible threat initialization points are 

marked with red markers in the diagram.  

 

It can be assured that a healthcare organization can 

optimize network security and identify vulnerabilities 

while protecting the privacy of the users with the help of 

this threat model. 

VII. TESTING AND AUDIT  

RQ4: In order to address fourth research question, it is 

recommend to accomplish a periodical IT risk assessment 

test and audit. 

 

It can be assured that a healthcare organization can 

optimize network security and identify vulnerabilities 

while protecting the privacy of the users with the help of 

this threat model. 

A. Testing 

Ensuring privacy through proper use of the technologies is 

the main goal of testing. It should be exhibited in the 

period of system development that may include the 

followings: 

i. The designated test verifies that the system 

ensures strict authentication and authorization 

control as most of the attacks on systems are done 

primarily by getting access to associated 

accounts. 

ii. Ensure secured coding by experts during the 

development period of the system as inferior 

coding makes the system more vulnerable to the 

hackers. 

iii. A penetration test or simulated cyberattack on the 

system should be generated to identify 

vulnerabilities and system flaws before the 

system launch. 

B. Audit 

An audit team will do the continuous check-ups routine. 

The audit team must perform scheduled IT audit 

periodically and ensure the followings trials: 

i. The risk assessment must be performed to 

analyze upcoming as well as existing risks. Risk 

assessment reports should be regularly generated 

and studied. 

ii. Collecting information regarding the network and 

access policies. The information must include: 

a) Log files generated from the firewalls 

and servers must be collected for 

analytical study.  

b) A complete list of password failures, lost 

password cases, and misplaced 

credentials.  

c)  Outdated antivirus incidents must be 

kept.  

iii. Vulnerability analysis must be done on all the 

information collected by the audit team to get 

updated about the scale of the existing cyber 

security flaws in the system. 

iv. The audit team should do a regular penetration 

test. They must generate test reports by 

prioritizing the vulnerable cases.  

v. Another responsibility of the audit team would be 

to ensure proper knowledge on the user 

perspective. Audit team may arrange a short 

training program for the employees on how they 

should act to protect the users privacy and 

maintain security in the healthcare organization. 

They can also send short training videos to 

employees and users for creating awareness about 

cyber security. 

VIII. CONCLUSION 

Adversary attempts on the health information system are 

susceptible to attacks from a range of numerous legitimate 

or non-legitimate sources. Hence, our work has 

demonstrated a threat model over a simplified system 

infrastructure for the hospitals and healthcare 

organizations to encounter the threats before appearing it. 

Additionally, this work has assessed the strategies to 

secure health information in every step like fitness data 

collection, storing, exchange, and secure data access. In 

this era,  users are technically able to exercise more 

control over the security of HIS. Hence, despite 

developing the policy framework for protecting privacy 

risks and security threats, continuing further study on 

allowing secure health information exchange and data 

integrity is significantly mandated.  
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