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ABSTRACT

The need of secure and reliable data communication is getting increased day by day. Many algorithms and
methods are being proposed by researchers in order to provide secure data communication. In the same context,
in this paper, a new GUI (Graphical User Interface) based Peer to Peer (P2P) message transmission method is
proposed. The method can provide transmission of encrypted data in a hidden way. The security analysis and
advantages are also discussed to prove the utility of the proposed method. The proposed method utilizes the
strength of cryptography and steganography and hence provides better security.
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I. INTRODUCTION

Information security is the buzz word today. The modern

life is all about data communication and it has to be
secure, smooth and reliable. The need of the hour is to
develop lightweight security methods which can be
implemented on various devices and platforms. At the
same time, it is also required that the new methods are
suitable for multiple applications because it is very
difficult to implement separate methods for every single
application. The new method must provide smooth
communication, easy user experience and should provide
high level of security. Cryptography bears the
responsibility to provide safe and reliable information
sharing. Cryptography is the study of various protocols,
standards and methods related to data security. The job of
cryptography is to safeguard the information from
intruders.  Cryptography  provides  confidentiality,
authentication, data integrity and non-repudiation and they
are called as cryptographic goals or information security
goals as shown in below figure 1 [1-5].

Cryptographic goals

% Secrecy: Symmetric key and Public key

% Data integrity: Hash functions and MACs

% Authentication: Entity authentication and
Message authentication

% Non-repudiation: Digital signatures

Fig.1. Showing goals of cryptography
On the other side, steganography hides the presence of
message and for that it uses a carrier file which can be an
image, video or audio file. Steganography is
complementary to cryptography because both have the

same aim i.e. to safeguard information from intruders but
through different ways. A brief comparison of
cryptography and steganography is shown in the below
figure 2 [6-7].

| Steganography Cryptography

|Defi nition | Depend on hiding the message | Depend on hiding the message
existence meaning

IPurposc Keep communication secure. Provide protection for data

IVisibility Never Always

|Failure When discover the presence of a | When able to decrypt and readj
hidden message the message

IConcem Embedding capacity and Robustness against
detectability of cover object deciphering.

ICarrier Any type of digital media Depend on text as a carrier
Optional, but provide more Necessary

security

IKey
Fig.2. Showing basic comparison between
steganography and cryptography

In this fast and modern world, it is essential that
generalized and smooth security methods are developed
which can be used in variety of applications and at the
same time, should not be too complex to implement. The
compatibility issue of security methods must also be
addressed properly. The rest of this paper is organized as
follows: The proposed method is given in section 2.
Security analysis and advantages are discussed in section
3. Section 4 takes care of conclusion and future scope.

II. PROPOSED METHOD

In the proposed method, the user needs to select a carrier
image of his own choice. The user also needs to enter the
secret text message (which is to be transmitted). After that,
user can select a password of his own choice between
0 — 255. The carrier image is converted into grayscale
equivalent (as shown in figure 3 below) so that every pixel
of the carrier image can have value from 0 — 255.
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Fig.3. Showing RGB carrier image (left side) and its
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grayscale equivalent (right side)

The input text message is converted into 8 bit binary value
and it is xored with the password selected by the user so
that the message remains secure during the transmission.
Now we have cipher text which is the resultant of input
text xored with the user selected password. This cipher o
text value is embedded in the pixels of the carrier image

and embedded output image is produced [8-10]. This
embedded output can be transmitted to the receiver. The

GUI is represented in figure 4 below.

| Load image |

Enter Message layer

Enter Length Layer

Enter Password Layer

Enter password

OK

Fig.4. Showing GUI of the proposed method .
The carrier image and embedded output is shown in figure
5 below.

Fig.5. Showing carrier image (left side) and embedded
output (right side)

One can easily realise that both the images looks identical

to each other and it is proved by histogram analysis as

shown in figure 6 below.

Fig.6. Showing histogram of carrier image (left side)

and embedded output (right side)

III. SECURITY ANALYSIS & ADVANTAGES

Better security: The proposed method first
generates the cipher text with the help of the
selected key. The cipher text is then kept inside
the carrier image and the generated embedded
output is transmitted to receiver. The combination
of cryptography and steganography enhances the
overall level of security [11-12].

User friendly method: The proposed method
provides an easy GUI where a user can select an
image of his own choice [13]. The selected text is
encrypted with a key selected by user. So the
overall interface is very easy and convenient for
any user. The carrier image and encryption key
can be changed at any point of time so it adds
strength to security.

Security of password: In the proposed method,
the user has selected a random password between
0 — 255. This password can be changed in every
protocol run [14]. The variations in password
enhance the level of security and it creates
difficulties for intruders [15-16]. The selection of
random password is also easy because it is a part
of convenient GUI based method.

Resistive against brute force: In the proposed
method, there is no open encryption. The cipher
text is hidden inside the carrier image. The
embedded output is identical to carrier image and
there is no abnormality so the possibility of brute
force attack is not applicable here. The applied
password can also be made variable in every
protocol run so it further enhances level of
security.

Useful in various applications: The proposed
method is a convenient GUI method for P2P
communication and it is open for various
applications. The method can be applied in
various scenarios like Electronic Health Record
(EHR) systems [17-18], defence applications [19]
etc.

Carrier image can be changed: The selected
carrier image can be changed in every protocol
run. It will not provide any intruding chances
because intruder has to check a different image in
every protocol run. The carrier image can be of
any type and based on user’s choice. So it
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provides flexibility of selection of parameters
also.

o Resistive against MITM: The proposed method
is a direct message transfer method between
transmitter and receiver. If an intruder tries to
extract the information as Man in the Middle
Attack (MITM), it is not applicable because only
sender and receiver knows the secret password
and this password and carrier image are subject to
change in every protocol run [20-21]. So by this
way the proposed method is resistive against
MITM because even if an intruder carefully
monitors the ongoing communication, he or she
will not be able to extract any information
because the cipher text is hidden inside the carrier
image [22-24].

e Applicable with hashing and other methods:
Hash algorithms and other coding methods can be
applicable with proposed method [25-26]. The
method can be used for financial transactions as
well [27] where some important information like
account number or credit card details need to be
shared between sender and receiver.

e Low computational overheads: In the proposed
method, the computing requirements are very
low. The user needs to select an image and
password and any complex computational
requirements are not desired. It is a simple
message sharing method which provides high
level of security. So the proposed method can be
implemented on computers, laptops or on mobile
phones.

e Extended to group communication: The
proposed method is shown for P2P
communication but it can be extended to group
communication as well [28-30]. If a sender needs
to broadcast the message then he or she can select
different passwords for different receivers in
order to maintain the overall level of security.
User can also select different carrier images with
same or different passwords as per the security
requirements.

e Software implementation is possible: The
proposed method provides an easy GUI and the
software implementation is also possible. The
software can pick the encryption key by default
or it can be ask to user as an input parameter. The
same concept can be applied for carrier image as
well. The users need to install the software in
their computers and the method can be used as a
secure message transfer scheme with the
possibility of various customizations.

IV. CONCLUSION & FUTURE SCOPE

In this paper, a secure and reliable data communication
method is presented. The method provides a GUI in which
user can select carrier image of his own choice and the
message text is encrypted first by the selected key of user.
This cipher text is embedded into an image and then
transmits to the receiver safely. The proposed method is

resistive against brute force attack, MITM and provides
additional password based security. The method can be
applicable in variety of situations and the computational
overheads are low. The method provides a P2P
communication but it can be extended to group
communication as well. Various hash algorithms and other
coding methods can also be applied in the proposed
method in order to improve the overall efficiency.
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